Website Security Analysis Report

Analysis Overview

URL Analyzed: https://lwww.fireofficerleadershipacademy.com/
Analysis Date: February 28, 2026 at 11:42 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 104.21.78.253

ASN: 13335

ASN Description: CLOUDFLARENET - Cloudflare, Inc., US
Country: us

Description: Cloudflare, Inc.

CIDR: 104.16.0.0/12

Domain Information

Registrar: GoDaddy.com, LLC
Created: 2023-02-07T723:27:40
Expires: 2027-02-07T23:27:40

Last Updated: 2024-04-01T16:43:55



Status:

Name Servers:

SSL/TLS Security
TLS Version:
Certificate Type:
Subject:;

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

['clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited’,
‘clientRenewProhibited
https://icann.org/epp#clientRenewProhibited’,
‘clientTransferProhibited
https://icann.org/epp#clientTransferProhibited’,
‘clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited’]

MERLIN.NS.CLOUDFLARE.COM, NAOMI.NS.CLOUDFLARE.COM

TLSv1.3

DV
fireofficerleadershipacademy.com
WE1

Google Trust Services

us

Jan 24 18:13:33 2026 GMT

Apr 24 19:11:21 2026 GMT

D4204321D07233811175F052531FCD12

Content Management System

CMS Detected:
Active Theme:

Plugins Found:

WordPress
bb-theme

7 plugins

* bb-plugin

* cookie-law-info

* google-site-kit



» mailchimp-for-wp
* megamenu

... and 2 more

Security Headers

Present Headers:
PASSED: Referrer-Policy
PASSED: X-XSS-Protection
PASSED: Permissions-Policy
PASSED: Content-Security-Policy

Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

Strict-Transport-Security
X-Content-Type-Options
X-Frame-Options
Cross-Origin-Embedder-Policy
Cross-Origin-Opener-Policy

Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: FAILED

Reason: XMLRPC.php is accessible and vulnerable

HTTP Status: 200

WP-Login.php Test: PASSED

Reason: WP-Login page is not accessible (HTTP 403)

HTTP Status: 403

User Enumeration Test: PASSED



Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 104.21.78.253, 172.67.138.231

HTTP Headers

nel {"report_to":"cf-nel","success_fraction":0.0,"max_
age":604800}

date Sat, 28 Feb 2026 23:42:38 GMT

link <https://www.fireofficerleadershipacademy.com/wp-j
son/>; rel="https://api.w.org/",
<https://www fireofficerleadershipacademy.com/wp-json/wp/v2/pages/14>;
rel="alternate"; title="JSON";
type="application/json",
<https://www.fireofficerleadershipacademy.com/>;
rel=shortlink



vary Accept-Encoding,User-Agent

cf-ray 9d53c7884c5e53fd-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

report-to {"group":"cf-nel","max_age":604800,"endpoints":[{"

url":"https://a.nel.cloudflare.com/report/v4?s=k8bD7eMgOLf%2FCYDV|_EcP5jpsvSztWO0sx5

content-type text/html; charset=UTF-8
http_version HTTP/2

X-powered-by PHP/8.1.34

cf-cache-status DYNAMIC

referrer-policy strict-origin-when-cross-origin
content-encoding gzip

X-XSS-protection 0

permissions-policy private-state-token-redemption=(self

"https://www.google.com" "https://www.gstatic.com"
"https://recaptcha.net"
"https://challenges.cloudflare.com"
"https://hcaptcha.com"),
private-state-token-issuance=(self
"https://www.google.com" "https://www.gstatic.com"
"https://recaptcha.net"
"https://challenges.cloudflare.com"
"https://hcaptcha.com”)

content-security-policy upgrade-insecure-requests;
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