Website Security Analysis Report

Analysis Overview

URL Analyzed: https://lwww.pfac-md.org/
Analysis Date: March 01, 2026 at 01:12 AM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 209.145.60.82

ASN: 40021

ASN Description: CONTABO-40021 - Contabo Inc., US
Country: us

Description: Contabo Inc.

CIDR: 209.145.48.0/20

Domain Information

Registrar: eNom, LLC

Created: 2017-02-28T16:04:17
Expires: 2027-02-28T16:04:17
Last Updated: 2026-02-14T16:01:35
Status: [‘clientTransferProhibited

https://icann.org/epp#clientTransferProhibited]



Name Servers: dnsl.name-services.com, dns2.name-services.com,
dns3.name-services.com, dns4.name-services.com,
dns5.name-services.com

SSL/TLS Security

TLS Version: TLSv1.3
Certificate Type: DV

Subject: www.pfac-md.org
Certificate Authority (CA): R13

Let's Encrypt

us
Valid From: Dec 30 17:02:02 2025 GMT
Valid Until: Mar 30 17:02:01 2026 GMT
Serial Number: 05C4EAQ085FB2A0FB2617C663C470E2474AEQ

Content Management System

CMS Detected: WordPress
Active Theme: born-to-give
Plugins Found: 5 plugins

* charitable

« contact-form-7
* js_composer
* revslider

* woocommerce



Security Headers

Present Headers:

PASSED: Referrer-Policy
PASSED: X-Frame-Options
PASSED: X-XSS-Protection
PASSED: X-Content-Type-Options
PASSED: Content-Security-Policy
PASSED: Strict-Transport-Security

Missing Headers:

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis
XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403
WP-Login.php Test: PASSED

Reason: WP-Login page has CAPTCHA protec:ion: recaptcha,
simple_captcha, custom_captcha

HTTP Status: 200
User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2



VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records
A Records (IPv4): 209.145.60.82

MX Records: pfacmd-org01b.mail.protection.outlook.com.
(Priority: 10)

Services Detected:
» Office 365 - Email hosted on Office 365

HTTP Headers

date Sun, 01 Mar 2026 01:12:20 GMT

link <https://www.pfac-md.org/wp-json/>;
rel="https://api.w.org/",
<https://www.pfac-md.org/>; rel=shortlink

vary Accept-Encoding

server nginx

connection keep-alive

content-type text/html; charset=UTF-8

http_version HTTP/1.1



referrer-policy
x-fastcgi-cache
x-frame-options
content-encoding
X-XSS-protection
transfer-encoding
x-download-options
X-content-type-options

content-security-policy

strict-transport-security

strict-origin
EXPIRED
sameorigin
gzip

1; mode=Dblock
chunked
noopen
nosniff

default-src https: data: 'unsafe-inline’
‘unsafe-eval'

max-age=31536000; includeSubDomains

x-permitted-cross-domain-policies none
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