Website Security Analysis Report

Analysis Overview

URL Analyzed: https://raportplacowy.pl/
Analysis Date: March 01, 2026 at 11:11 AM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 104.21.50.148

ASN: 13335

ASN Description: CLOUDFLARENET - Cloudflare, Inc., US
Country: us

Description: Cloudflare, Inc.

CIDR: 104.16.0.0/12

Domain Information

Registrar: OVH SAS



Created:
Expires:
Last Updated:

Name Servers:

SSL/TLS Security
TLS Version:
Certificate Type:
Subject:;

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

2001-11-24T12:00:00
2026-11-23T13:00:00
2025-11-01T21:38:01

carl.ns.cloudflare.com, kate.ns.cloudflare.com

TLSv1.3

DV

raportplacowy.pl

WE1

Google Trust Services

us

Feb 3 22:46:39 2026 GMT
May 4 23:45:06 2026 GMT

A913F3F465BE2D980D6BF7A1AEA877FO

Content Management System

CMS Detected:
Active Theme:

Plugins Found:

WordPress

hello-elementor

6 plugins

« cookiefirst-gdpr-cookie-consent-banner
* elementor

* elementor-pro

* jet-engine



* jet-tabs

... and 1 more

Security Headers

Present Headers:

PASSED: Referrer-Policy

PASSED: X-Frame-Options

PASSED: X-XSS-Protection

PASSED: Permissions-Policy

PASSED: X-Content-Type-Options
PASSED: Strict-Transport-Security
PASSED: Cross-Origin-Opener-Policy
PASSED: Cross-Origin-Embedder-Policy
PASSED: Cross-Origin-Resource-Policy

Missing Headers:
FAILED: Content-Security-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 403)
HTTP Status: 403

User Enumeration Test: FAILED

Reason: Unable to determine user enumeration status



Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 104.21.50.148, 172.67.207.5
MX Records: raportplacowy-pl.mail.protection.outlook.com.
(Priority: 0)
TXT Records: "google-site-verification=3NDAYZqJQRsX2ICo8PomDmzD

21tTeiogbgHUURNfPBwW", "v=spfl mx a
ip4:mail3.testhr.pl a:209.250.243.135
include:spf.protection.outlook.com ~all”,
"MS=ms30548794"

WWW Records: www.raportplacowy.pl (A): 172.67.207.5,
www.raportplacowy.pl (A): 104.21.50.148

Services Detected:
» Office 365 - Email hosted on Office 365

* Google Search Console - Google Search Console services detected



HTTP Headers

nel {"report_to":"cf-nel","success_fraction":0.0,"max_
age":604800}

date Sun, 01 Mar 2026 11:11:33 GMT

vary Accept-Encoding

cf-ray 9d57b8b6cdlbbaf2-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

report-to {"group™:"cf-nel","max_age":604800,"endpoints":[{"

url":"https://a.nel.cloudflare.com/report/v4?s=aur3V%2F TwtbpIXnCSahgECLIiI5KVTOyiwmc

content-type text/html; charset=UTF-8

http_version HTTP/2

cf-cache-status DYNAMIC

referrer-policy strict-origin-when-cross-origin

x-frame-options SAMEORIGIN

content-encoding gzip

X-XSs-protection 1; mode=block, 1; mode=block

permissions-policy geolocation=(), camera=(), microphone=(),
accelerometer=(), gyroscope=(), magnetometer=(),
payment=()

X-content-type-options nosniff

strict-transport-security max-age=31536000; includeSubDomains; preload

cross-origin-opener-policy same-origin

cross-origin-embedder-policy unsafe-none

cross-origin-resource-policy cross-origin
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