Website Security Analysis Report

Analysis Overview

URL Analyzed:
Analysis Date:

Analysis Status:

https://www.tienda505.com
March 01, 2026 at 04:39 AM

SUCCESSFUL

Network Information

IP Address:
ASN:

ASN Description:
Country:
Description:

CIDR:

Domain Information

Registrar:
Created:
Expires:

Last Updated:

Status:

99.84.132.74

16509

AMAZON-02 - Amazon.com, Inc., US
us

Amazon.com, Inc.

99.83.64.0/18, 99.83.128.0/17, 99.84.0.0/16

Network Solutions, LLC
2020-07-03T22:47:12
2028-07-03T22:47:12
2025-06-26T16:11:06

[clientTransferProhibited
https://icann.org/epp#clientTransferProhibited]



Name Servers: NS-1438.AWSDNS-51.0RG, NS-1634.AWSDNS-12.CO.UK,
NS-324. AWSDNS-40.COM, NS-935.AWSDNS-52.NET

SSL/TLS Security

TLS Version: TLSv1.3
Certificate Type: DV
Subject: * tienda505.com
Certificate Authority (CA): Amazon RSA 2048 M04
Amazon
us
Valid From: Feb 18 00:00:00 2026 GMT
Valid Until: Mar 18 23:59:59 2027 GMT
Serial Number: 0822C221877F4B02F68014529BFECA45

Content Management System

CMS Detected: WordPress
Active Theme: diviecommerce
Plugins Found: 4 plugins

» advanced-woo-search
 annasta-woocommerce-product-filters
 we-rot-shipping-method-before-billing-details___

* wWoocommerce

Security Headers



Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

Strict-Transport-Security
X-Content-Type-Options
X-Frame-Options
X-XSS-Protection
Referrer-Policy
Content-Security-Policy
Permissions-Policy
Cross-Origin-Embedder-Policy
Cross-Origin-Opener-Policy

Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: FAILED

Reason: XMLRPC.php is accessible and vulnerable

HTTP Status: 200

WP-Login.php Test: PASSED

Reason: WP-Login page has CAPTCHA protection: recaptcha,
simple_captcha, custom_captcha

HTTP Status: 200

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to O scanners



Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 99.84.132.74, 99.84.132.73, 99.84.132.41,
99.84.132.96

HTTP Headers

via 1.1 a3e7555c¢5d9dddd2fdc04239942¢c5428.cloudfront.net
(CloudFront)

date Sun, 01 Mar 2026 04:39:03 GMT

etag W/"177e1-64beb8f7f39bf"

vary accept-encoding

server Apache/2.4.54 () OpenSSL/1.0.2k-fips PHP/7.3.33

expires Sun, 01 Mar 2026 06:39:03 GMT

x-cache Miss from cloudfront

set-cookie AWSALB=JgqJz4swvUfpbjKgpVIZyVnz3V5dJO0SJ0qGXDm6Cwc4

1s8FYWh/Z+rPz1byBI5irXdFXeE7L8YuCPBfynghBhgz2z22GTYbNjiviznV2matkd9fUaH35
Expires=Sun, 08 Mar 2026 04:39:03 GMT; Path=/,
AWSALBCORS=JqJz4swvUfpbjKgpVIZyVnz3V5dJO0SJ0qGXDm6Cwc41s8FYWh/Z+rPz1l
Expires=Sun, 08 Mar 2026 04:39:03 GMT; Path=/;

SameSite=None; Secure

x-amz-cf-id iWDZxUUotkerciVRVNN4iWC2WtGWcdlyFGdvM-tD7gXPZsApDD
avcg==
content-type text/html; charset=UTF-8

http_version HTTP/2



x-amz-cf-pop ATL59-P16

cache-control max-age=7200

last-modified Sun, 01 Mar 2026 00:29:17 GMT
x-nginx-cache WordPress

content-encoding gzip

x-endurance-cache-level 2
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