
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://joannemccall.com

Analysis Date: March 01, 2026 at 11:10 AM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 74.208.236.119

ASN: 8560

ASN Description: IONOS-AS This is the joint network for IONOS,
Fasthosts, Arsys, 1&1 Mail and Media and 1&1
Telecom. Formerly known as 1&1 Internet SE., DE

Country: US

Description: IONOS Inc.

CIDR: 74.208.0.0/16

Domain Information

Registrar: IONOS SE

Created: 2002-11-19T22:30:07

Expires: 2026-11-19T22:30:07

Last Updated: 2025-11-20T08:45:49



Status: ['clientTransferProhibited
https://icann.org/epp#clientTransferProhibited',
'clientTransferProhibited
https://www.icann.org/epp#clientTransferProhibited']

Name Servers: NS1119.UI-DNS.BIZ, NS1119.UI-DNS.COM,
NS1119.UI-DNS.DE, NS1119.UI-DNS.ORG

SSL/TLS Security

TLS Version: TLSv1.2

Certificate Type: DV

Subject: *.joannemccall.com

Certificate Authority (CA): Sectigo RSA Domain Validation Secure Server CA

Sectigo Limited

GB

Valid From: Mar  4 00:00:00 2025 GMT

Valid Until: Mar 18 23:59:59 2026 GMT

Serial Number: 7DAA86F6A42952232680CBE862C96DDE

Content Management System

CMS Detected: WordPress

Active Theme: astra

Plugins Found: 5 plugins

• astra-addon

• elementor

• elementor-pro

• essential-addons-for-elementor-lite



• simple-social-icons

Security Headers

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Content-Type-Options

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)

HTTP Status: 403

WP-Login.php Test: PASSED

Reason: WP-Login page is not accessible (HTTP 404)

HTTP Status: 404

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN



Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 74.208.236.119

MX Records: joannemccall-com.mail.protection.outlook.com.
(Priority: 0)

TXT Records: "v=spf1 include:spf.protection.outlook.com ~all"

WWW Records: www.joannemccall.com (A): 74.208.236.119

Services Detected:
• Office 365 - Email hosted on Office 365

HTTP Headers

Header Value

date Sun, 01 Mar 2026 11:10:41 GMT

vary User-Agent,Accept-Encoding

pragma no-cache

server Apache

expires Mon, 29 Oct 1923 20:30:00 GMT



x-ws-origin available

content-type text/html; charset=UTF-8

http_version HTTP/2

accept-ranges bytes

cache-control max-age=0, no-cache, no-store, must-revalidate

last-modified Sun, 01 Mar 2026 07:14:35 GMT

content-length 38397

content-encoding gzip

x-ws-ratelimit-limit 1000

x-ws-ratelimit-remaining 999
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