
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://pornhub.com

Analysis Date: March 01, 2026 at 03:39 AM

Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:
• Found 1 suspicious pattern(s)

Network Information

IP Address: 66.254.114.41

ASN: 29789

ASN Description: REFLECTED - Reflected Networks, Inc., US

Country: US

Description: Reflected Networks, Inc.

CIDR: 66.254.96.0/19

Domain Information

Registrar: EuroDNS S.A.



Created: 2000-10-31T12:23:38

Expires: 2027-10-31T11:23:38

Last Updated: 2025-06-18T18:17:02

Status: ['clientTransferProhibited
https://icann.org/epp#clientTransferProhibited',
'clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited']

Name Servers: NS-1499.AWSDNS-59.ORG, NS-1567.AWSDNS-03.CO.UK,
NS-531.AWSDNS-02.NET, NS-92.AWSDNS-11.COM,
SDNS3.ULTRADNS.BIZ, SDNS3.ULTRADNS.COM,
SDNS3.ULTRADNS.NET, SDNS3.ULTRADNS.ORG

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: EV

Subject: *.pornhub.com

Certificate Authority (CA): DigiCert Global G3 TLS ECC SHA384 2020 CA1

DigiCert Inc

US

Valid From: Dec 29 00:00:00 2025 GMT

Valid Until: Jan 29 23:59:59 2027 GMT

Serial Number: 0E4296A6F57ECE403BA8E784A7759526

Security Headers

Present Headers:
PASSED: Strict-Transport-Security

Missing Headers:



FAILED: X-Content-Type-Options

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 66.254.114.41

MX Records: mxa-002a0701.gslb.pphosted.com. (Priority: 10),
mxb-002a0701.gslb.pphosted.com. (Priority: 10)



TXT Records: "google-site-verification=A_zvK-GpJnRnZeQsY7Zu6-Oh
UtttveONsSHeEyesS7E",
"google-site-verification=oiQAl3PbQ5Ozmw2lDDQ_UuJMGvOpEzzJ_b926wxMXcI",
"kRTRS-5fqACZExtm5Ed_63Uz2-mi2w",
"google-site-verification=HjPnSnR1Tun0kHE_HxQ90eShcfVw-ZnloCL0FkOHYXw",
"google-gws-recovery-domain-verification=50340749",
"_qe1ytxhfkv0x42iw961f8hsxswlank1",
"kkvchh9nc20zqclz9r1fwfx4ydfh41pd", "v=spf1
include:_spf.mlsend.com
include:sender.zohobooks.com
include:mail.zendesk.com ip4:94.199.255.10/32
ip4:208.91.206.64/26 ip4:66.254.113.78/32
ip4:66.254.119.174 ip4:66.254.113.78
ip4:66.254.112.72/30 ip4:162.211.96.66
ip4:162.211.96.67 ip4:67.231.15" "1.26
ip4:67.231.158.156 a:smtp-out.reflected.net
a:devilrays-out.reflected.net
include:spf.protection.outlook.com -all",
"_pp4dhbbh0qvnkenn5nf1e9psomjg6fg", "VMAIL23980",
"google-site-verification=mBLIe_LYyVmp7-dKcYMnE2VgbHqhMMbF0Ib_lNxydxw",
"google-site-verification=dug_KXFRBOzhEpV6p-hzn-ozaGXa3xfF82rW6mqhOK8",
"MS=ms54289033",
"j3hm4p54gpzff1dt25w0z1m5q6749v23",
"pd5fdxxbzn34ljgl6kbhd5xnz4cdgt3f",
"_twpx4k787g069qzojo75ghmnlil23i8",
"google-site-verification=z7sWYEKED5sA2wXYfCmlR2OKkV7YiaPiZMv-YkQ8l6Y",
"51v423477tpvn79tnhkc6dcd50vfwsmw",
"google-site-verification=yknHGIN9m9c9aEqGRS1pFn4DYeC_EBM0d3iIQic761E"

WWW Records: www.pornhub.com (A): 66.254.114.41

Services Detected:
• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

HTTP Headers

Header Value

date Sun, 01 Mar 2026 03:39:02 GMT



alt-svc h3=":443"; ma=3600

x-cache CONFIG_NOCACHE

accept-ch Sec-CH-UA,Sec-CH-UA-Arch,Sec-CH-UA-Full-Version,Se
c-CH-UA-Full-Version-List,Sec-CH-UA-Model,Sec-CH-UA-Platform,Sec-CH-UA-Platform-Version

set-cookie route=1772336343.562.31.596021|97956b72bfbf7fab22f
88563ba4bba67; Expires=Sun, 01-Mar-26 03:44:02 GMT;
Max-Age=300; Path=/; Secure; HttpOnly;
SameSite=None,
ASLBSA=0003a8643f25df07c83f374bd48ce11a6ca459ee24989c5442a745e176697a268b38;
Path=/; Secure; HttpOnly;,
ASLBSACORS=0003a8643f25df07c83f374bd48ce11a6ca459ee24989c5442a745e176697a268b38;
SameSite=none; Path=/; Secure; HttpOnly;,
__s=69A3B4D6-42FE722901BBB7C36-162B67E7;
Domain=pornhub.com; Secure; Path=/; Samesite=None,
__l=69A3B4D6-42FE722901BBB7C36-162B67E7;
Domain=pornhub.com; Path=/; Secure; Samesite=None;
Max-Age=31556926

x-azure-ref 20260301T033902Z-1688cf59c64zhf8rhC1NYC6ur40000000
x1g000000000gug

content-type text/html; charset=utf-8

http_version HTTP/2

cache-control no-cache, no-store, max-age=0

strict-transport-security max-age=63072000; includeSubDomains; preload
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