Website Security Analysis Report

Analysis Overview

URL Analyzed: http://nilen.pl
Analysis Date: March 01, 2026 at 10:01 AM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 5.252.229.232
ASN: 203417

ASN Description: LH, PL
Country: PL

CIDR: 5.252.229.0/24

Domain Information

Registrar: cyber_Folks S.A.

Created: 2024-02-02T711:11:03



Expires: 2027-02-02T11:11:03
Last Updated: 2026-01-12T08:21:18

Name Servers: ns.Ih.pl, ns2.lh.pl, ns2.lighthosting.net

Content Management System

CMS Detected: WordPress
Active Theme: hello-elementor
Plugins Found: 11 plugins

* 3d-flipbook-dflip-lite
 dynamic-visibility-for-elementor
* elementor

* elementor-pro

* jet-engine

... and 6 more

Security Headers

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-Content-Type-Options
FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy



WordPress Security Analysis

XMLRPC.php Test: FAILED
Reason: XMLRPC.php returned unexpected steitus code: 405
HTTP Status: 405

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 404)
HTTP Status: 404

User Enumeration Test: FAILED

Reason: User enumeration is possible via WorcPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 5.252.229.232



MX Records: ASPMX.L.GOOGLE.COM. (Priority: 1),
ALT1.ASPMX.L.GOOGLE.COM. (Priority: 5),
ALT4.ASPMX.L.GOOGLE.COM. (Priority: 10),
ALT3.ASPMX.L.GOOGLE.COM. (Priority: 10),
ALT2.ASPMX.L.GOOGLE.COM. (Priority: 5)

TXT Records: "google-site-verification=DSWI5UFjEaWcBMOgK-UkvFHv
rCbHILsibQWA4YpTDFDI", "v=spfl
include:_spf.google.com ~all",
"google-site-verification=AZ3puTcdEnVz_5NyQSM57k6MYIHYhJKVd_OyjjgdF4M"

WWW Records: www.nilen.pl (A): 5.252.229.232

Services Detected:

» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace

» Google Search Console - Google Search Console services detected

» Google Search Console - Google Search Console services detected

HTTP Headers

date Sun, 01 Mar 2026 10:01:24 GMT
vary User-Agent,Accept-Encoding
server Apache

alt-svc h3=":443"; ma=86400

expires Sun, 01 Mar 2026 10:01:24 GMT
content-type text/html; charset=UTF-8
http_version HTTP/2

cache-control max-age=0

last-modified Sun, 01 Mar 2026 08:31:45 GMT

content-encoding gzip
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