Website Security Analysis Report

Analysis Overview
URL Analyzed:
Analysis Date:

Analysis Status:

https://marlene438.wpchef.site/
March 01, 2026 at 09:59 AM

SUCCESSFUL

MALWARE DETECTED

Severity Level: LOW

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address:
ASN:

ASN Description:
Country:

Description:

CIDR:

Domain Information

109.234.165.150
50474
O2SWITCH, FR
FR

o2switch Datacenter Ip-Range-4 -- Location
Datacenter 2 - O2S-PAQ2 -- ------ o02switch
Datacenters ------ Abuse : abuse@o2switch.fr
Support : support@o2switch.fr ------
www.o2switch.net ------

109.234.164.0/22



Registrar: NAMECHEAP INC

Created: 2019-04-06T07:13:32
Expires: 2026-04-06T23:59:59
Last Updated: 2025-04-01T11:14:05
Status: ['clientTransferProhibited

https://icann.org/epp#clientTransferProhibited]

Name Servers: NS1.02SWITCH.NET, NS2.02SWITCH.NET

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: marlene438.wpchef.site
Certificate Authority (CA): R13

Let's Encrypt

us
Valid From: Jan 319:29:40 2026 GMT
Valid Until: Apr 319:29:39 2026 GMT
Serial Number: 068C09D9D6BEE6D559D51B4D8FFBE638DDOF

Content Management System

CMS Detected: WordPress

Security Headers

Present Headers:



PASSED: Referrer-Policy

PASSED: Content-Security-Policy
PASSED: Cross-Origin-Opener-Policy
PASSED: Cross-Origin-Embedder-Policy
PASSED: Cross-Origin-Resource-Policy

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-Content-Type-Options
FAILED: X-Frame-Options
FAILED: X-XSS-Protection
FAILED: Permissions-Policy

WordPress Security Analysis

XMLRPC.php Test: FAILED
Reason: XMLRPC.php returned unexpected steitus code: 502
HTTP Status: 502

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 403)
HTTP Status: 403

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to O scanners



Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 109.234.165.150
MX Records: mail.marlene438.wpchef.site. (Priority: 0)
TXT Records: "v=spfl +a +mx +ip4:109.234.165.150

+include:spf.jabatus.fr ~all"

WWW Records: www.marlene438.wpchef.site (A): 109.234.165.150

Services Detected:

No email hosting services detected

HTTP Headers

date Sun, 01 Mar 2026 09:59:16 GMT

vary Accept-Encoding

server 02switch-PowerBoost-v3

expires Wed, 11 Jan 1984 05:00:00 GMT

set-cookie wordpress_test_cookie=WP%20Cookie%20check; path=/
content-type text/html; charset=UTF-8

http_version HTTP/2

cache-control no-cache, must-revalidate, max-age=0, no-store,

private



referrer-policy

content-encoding

content-security-policy

X-content-security-policy

cross-origin-opener-policy

access-control-allow-headers

access-control-allow-methods

cross-origin-embedder-policy

cross-origin-resource-policy

strict-origin-when-cross-origin,
strict-origin-when-cross-origin

gzip

upgrade-insecure-requests;,
upgrade-insecure-requests;

default-src 'self'’; img-src *; media-src * data:;,
default-src 'self'; img-src *; media-src * data:;

unsafe-none, unsafe-none

Content-Type, Authorization, Content-Type,
Authorization

GET,POST, GET,POST

unsafe-none; report-to="default’, unsafe-none;
report-to="default’

Cross-origin, cross-origin

x-permitted-cross-domain-policies none, none

cross-origin-opener-policy-report-onlynsafe-none; report-to='default', unsafe-none;

report-to="default'

cross-origin-embedder-policy-repo tiambafe-none; report-to="default’, unsafe-none;

report-to="default'
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