Website Security Analysis Report

Analysis Overview

URL Analyzed: https://elevers.org/
Analysis Date: March 01, 2026 at 10:54 AM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 46.242.239.216

ASN: 12824

ASN Description: HOMEPL-AS, PL

Country: PL

CIDR: 46.242.227.0/24, 46.242.228.0/22, 46.242.232.0/21,

46.242.240.0/20

Domain Information

Registrar: Key-Systems GmbH
Created: 2025-07-07T09:06:14
Expires: 2026-07-07T09:06:14
Last Updated: 2025-11-24T709:46:01
Status: [‘clientTransferProhibited

https://icann.org/epp#clientTransferProhibited']

Name Servers: dns.home.pl, dns2.home.pl, dns3.home.pl



SSL/TLS Security

TLS Version: TLSv1.3
Certificate Type: DV
Subject: elevers.org
Certificate Authority (CA): home pl DV TLS G2 R35 CA
home.pl S.A.
PL
Valid From: Jul 7 09:22:43 2025 GMT
Valid Until: Jul 7 09:22:42 2026 GMT
Serial Number: 2F24A4B4BD212F5CD52FEF64EB118FAE

Content Management System

CMS Detected: WordPress
Active Theme: Adwise
Plugins Found: 8 plugins

* accessibility-widget

* advanced-custom-fields-pro

* ajax-search-for-woocommerce
* contact-form-7

« filter-everything-pro

... and 3 more

Security Headers

Missing Headers:



FAILED: Strict-Transport-Security
FAILED: X-Content-Type-Options
FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test:

WP-Login.php Test:

User Enumeration Test:

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

FAILED

Reason: XMLRPC.php is accessible and vulnerable
HTTP Status: 200

PASSED

Reason: WP-Login page is not accessible (HTTP 404)
HTTP Status: 404

PASSED

Reason: User enumeration is properly protected

Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner



Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 46.242.239.216
MX Records: elevers.org. (Priority: 10)
TXT Records: "mailerlite-domain-verification=3d5592fc64dc62a5be

85c8b902cdcd28330b39e2",
"litesrv._domainkey.misend.com", "v=spfl
include:_spf.mlsend.com a mx ~all"

WWW Records: www.elevers.org (A): 46.242.239.216

Services Detected:

No email hosting services detected

HTTP Headers

date Sun, 01 Mar 2026 10:54:24 GMT
server Apache

expires Sun, 01 Mar 2026 10:54:22 GMT
content-type text/html; charset=UTF-8
http_version HTTP/2

cache-control max-age=0

last-modified Sun, 01 Mar 2026 06:49:06 GMT

content-encoding gzip
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