Website Security Analysis Report

Analysis Overview

URL Analyzed: http://www.noble-naturals.com
Analysis Date: September 13, 2025 at 09:31 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.135.42

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Registrar: NameCheap, Inc.
Created: 2014-09-19T16:10:35
Expires: 2026-09-19T16:10:35
Last Updated: 2025-08-20T08:29:44
Status: [‘clientTransferProhibited

https://icann.org/epp#clientTransferProhibited]



Name Servers: DNS1.NAMECHEAPHOSTING.COM,
DNS2.NAMECHEAPHOSTING.COM

Content Management System

CMS Detected: WordPress
Active Theme: flatsome
Plugins Found: 7 plugins

* contact-form-7

* js_composer
 mailchimp-for-wp

* revslider

* strong-testimonials

... and 2 more

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy



WordPress Security Analysis
XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403
WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200
User Enumeration Test: FAILED

Reason: User enumeration is possible via WorcPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records



A Records (IPv4): 162.159.135.42
CNAME Records: noble-naturals.com.

MX Records: mx1-hosting.jellyfish.systems. (Priority: 5),
mx3-hosting.jellyfish.systems. (Priority: 20),
mx2-hosting.jellyfish.systems. (Priority: 10)

TXT Records: "v=spfl +a +mx +ip4:162.0.229.43
include:spf.web-hosting.com ~all"

Services Detected:

No email hosting services detected

HTTP Headers

age 60072

nel {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

date Sat, 13 Sep 2025 21:31:10 GMT

link <https://www.noble-naturals.com/wp-json/>;
rel="https://api.w.org/",
<https://www.noble-naturals.com/wp-json/wp/v2/pages/17>;
rel="alternate"; title="JSON";
type="application/json",
<https://www.noble-naturals.com/>; rel=shortlink

vary Accept-Encoding

cf-ray 97eabfff2a6053e8-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

ki-edge v=22.2.1;mv=5.0.16

ki-origin glp

report-to {"endpoints":[{"url":"https:\/Wa.nel.cloudflare.c
omVreport\/v4?s=UcVNaiBMssTIFmPG60BZUejgrpYJ8Ja9W%2BigQZWNucQgCAIgp%2B

X-pingback https://www.noble-naturals.com/xmlrpc.php

content-type

text/ntml; charset=UTF-8



http_version HTTP/2

ki-cache-tag f58fbfc5-d65e-498f-94ad-c1425f89347a,e7fe52f6ea3ab
2abedf3187724be02a95ab0317bbb632b350205b684a3b3d307

cache-control public, max-age=0, s-maxage=86400
ki-cache-type Edge

last-modified Sat, 13 Sep 2025 04:49:58 GMT
x-kinsta-cache HIT

cf-cache-status HIT

content-encoding gzip

ki-cf-cache-status HIT

x-edge-location-kib 1

x-content-type-options nosniff
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