
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://moesec.com

Analysis Date: January 15, 2026 at 06:29 AM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 172.67.128.17

ASN: 13335

ASN Description: CLOUDFLARENET, US

Country: US

Description: Cloudflare, Inc.

CIDR: 172.64.0.0/13

Domain Information

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com

Created: 2020-11-23T19:00:50

Expires: 2026-11-23T19:00:50

Last Updated: 2025-11-22T22:08:13

Status: ['clientTransferProhibited
https://icann.org/epp#clientTransferProhibited']

Name Servers: ALEC.NS.CLOUDFLARE.COM, EMMA.NS.CLOUDFLARE.COM



SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: moesec.com

Certificate Authority (CA): WE1

Google Trust Services

US

Valid From: Dec  6 12:48:26 2025 GMT

Valid Until: Mar  6 13:46:07 2026 GMT

Serial Number: A7A613D5FC70B1E20E72ED66F7659A97

Content Management System

CMS Detected: Joomla

Security Headers

Present Headers:
PASSED: X-Frame-Options

PASSED: X-XSS-Protection

PASSED: Permissions-Policy

PASSED: X-Content-Type-Options

PASSED: Content-Security-Policy

PASSED: Strict-Transport-Security

Missing Headers:
FAILED: Referrer-Policy

FAILED: Cross-Origin-Embedder-Policy



FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 172.67.128.17, 104.21.0.141

MX Records: alt3.aspmx.l.google.com. (Priority: 10),
aspmx.l.google.com. (Priority: 1),
alt2.aspmx.l.google.com. (Priority: 5),
alt4.aspmx.l.google.com. (Priority: 10),
alt1.aspmx.l.google.com. (Priority: 5)

TXT Records: "v=spf1 include:_spf.google.com
include:*.moesec.com ~all",
"google-site-verification=B_X2FxBzLuOwToFwHz73f0YdE8ckeGxcbdwCq1O6e3c"

WWW Records: www.moesec.com (A): 172.67.128.17, www.moesec.com
(A): 104.21.0.141

Services Detected:
• Google Workspace - Email hosted on Google Workspace

• Google Workspace - Email hosted on Google Workspace



• Google Workspace - Email hosted on Google Workspace

• Google Workspace - Email hosted on Google Workspace

• Google Workspace - Email hosted on Google Workspace

• Google Search Console - Google Search Console services detected

HTTP Headers

Header Value

date Thu, 15 Jan 2026 06:29:00 GMT

link <>; rel=preload; as=script, <>; rel=preload;
as=script, <>; rel=preload; as=script, <>;
rel=preload; as=script, <>; rel=preload; as=script,
<>; rel=preload; as=script, <>; rel=preload;
as=script, <>; rel=preload; as=script, <>;
rel=preload; as=script, <>; rel=preload; as=script,
<>; rel=preload; as=script, <>; rel=preload;
as=script, <>; rel=preload; as=script, <>;
rel=preload; as=script, <>; rel=preload; as=script,
<>; rel=preload; as=script, <>; rel=preload;
as=script, <>; rel=preload; as=style, <>;
rel=preload; as=style, <>; rel=preload; as=style,
<>; rel=preload; as=style

vary Accept-Encoding

cf-ray 9be350f2cdd72557-ATL

pragma public

server cloudflare

alt-svc h3=":443"; ma=86400

expires Thu, 15 Jan 2026 08:54:09 GMT

x-moesec-fw "MoeSec.com Website Firewall"

content-type text/html; charset=UTF-8

http_version HTTP/2

cache-control max-age=1503, public

last-modified Thu, 15 Jan 2026 07:54:09 GMT

cf-cache-status DYNAMIC

x-frame-options SAMEORIGIN

content-encoding gzip



x-xss-protection 1; mode=block, 1; mode=block

permissions-policy accelerometer=(), camera=(), geolocation=(),
gyroscope=(), magnetometer=(), microphone=(),
payment=(), usb=()

x-content-type-options nosniff

content-security-policy upgrade-insecure-requests

strict-transport-security max-age=15552000; includeSubDomains

access-control-allow-origin *
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