Website Security Analysis Report

Analysis Overview

URL Analyzed: https://acmepath.com/
Analysis Date: September 13, 2025 at 05:28 AM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 147.79.79.103

ASN: 47583

ASN Description: AS-HOSTINGER, CY
Country: us

CIDR: 147.79.72.0/21

Domain Information

Registrar: GoDaddy.com, LLC
Created: 2024-02-28T07:46:20
Expires: 2026-02-28T07:46:20

Last Updated: 2025-03-01T07:41:56



Status:

Name Servers:

SSL/TLS Security
TLS Version:
Certificate Type:
Subject:;

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

['clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited’,
‘clientRenewProhibited
https://icann.org/epp#clientRenewProhibited’,
‘clientTransferProhibited
https://icann.org/epp#clientTransferProhibited’,
‘clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited’]

NS1.DNS-PARKING.COM, NS2.DNS-PARKING.COM

TLSv1.3

DV

acmepath.com

ZeroSSL RSA Domain Secure Site CA
ZeroSSL

AT

Sep 10 00:00:00 2025 GMT

Dec 9 23:59:59 2025 GMT

D231E5460D15143033FE92EDAS551E8E

Content Management System

CMS Detected:
Active Theme:

Plugins Found:

WordPress

astra

5 plugins

» admin-site-enhancements-pro
* astra-addon

* astra-sites



» elementor

* elementor-pro

Security Headers

Present Headers:

PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:
PASSED:

Referrer-Policy
X-Frame-Options
Permissions-Policy
X-Content-Type-Options
Content-Security-Policy
Strict-Transport-Security
Cross-Origin-Opener-Policy
Cross-Origin-Embedder-Policy

Cross-Origin-Resource-Policy

Missing Headers:
FAILED: X-XSS-Protection

WordPress Security Analysis

XMLRPC.php Test:

WP-Login.php Test:

User Enumeration Test:

PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403

FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200
PASSED

Reason: User enumeration is properly protected



Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records
A Records (IPv4): 88.223.87.34, 145.223.124.201

MX Records: mx1.hostinger.com. (Priority: 5),
mx2.hostinger.com. (Priority: 10)

TXT Records: "v=spfl include:_spf.mail.hostinger.com ~all"

WWW Records: www.acmepath.com (A): 147.79.72.181,
www.acmepath.com (A): 147.79.79.105

Services Detected:

No email hosting services detected

HTTP Headers

date Sat, 13 Sep 2025 05:28:05 GMT



etag

link

vary

panel

server

alt-svc

platform
content-type
http_version
x-powered-by
accept-ranges
content-length
referrer-policy
x-frame-options
content-encoding
x-hcdn-request-id
x-litespeed-cache

permissions-policy

x-hcdn-upstream-rt
x-hcdn-cache-status
x-content-type-options
content-security-policy
strict-transport-security

X-content-security-policy

cross-origin-opener-policy

access-control-allow-headers

"501-1757737989;9z"

<https://facmepath.com/>; rel=shortlink
Accept-Encoding

hpanel

hcdn

h3=":443"; ma=86400

hostinger

text/html; charset=UTF-8

HTTP/2

PHP/8.2.29

bytes

22483

strict-origin-when-cross-origin

SAMEORIGIN

gzip
57ed2e796348ddb8c45h337e39ba97c5-bos-edge3
hit

accelerometer=(), autoplay=(), camera=(),
cross-origin-isolated=(), display-capture=(self),
encrypted-media=(), fullscreen=*,
geolocation=(self), gyroscope=(), keyboard-map=(),
magnetometer=(), microphone=(), midi=(), payment=*,
picture-in-picture=*, publickey-credentials-get=(),
screen-wake-lock=(), sync-xhr=*, usb=(),
xr-spatial-tracking=(), gamepad=(), serial=()
0.201

MISS

nosniff

upgrade-insecure-requests;

max-age=63072000

default-src 'self'; img-src *; media-src * data:;
unsafe-none

Content-Type, Authorization



access-control-allow-methods GET,POST
cross-origin-embedder-policy unsafe-none; report-to="default’
cross-origin-resource-policy cross-origin
x-permitted-cross-domain-policies none
cross-origin-opener-policy-report-onlynsafe-none; report-to="default'

cross-origin-embedder-policy-repo t1amafe-none; report-to="default'
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