Website Security Analysis Report

Analysis Overview

URL Analyzed: https://www.scasset.com/
Analysis Date: September 13, 2025 at 10:33 AM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 192.124.249.135
ASN: 30148

ASN Description: SUCURI-SEC, US
Country: us

Description: Sucuri

CIDR: 192.124.249.0/24

Domain Information

Registrar: TUCOWS, INC.

Created: 1999-12-03T07:24:23
Expires: 2025-12-03T07:24:23

Last Updated: 2020-11-16T03:09:51
Status: ['ok https://licann.org/epp#ok’]

Name Servers: NS5.PORAR.COM, NS6.PORAR.COM



SSL/TLS Security
TLS Version:
Certificate Type:
Subject:

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

Security Headers

Present Headers:
PASSED: X-Frame-Options
PASSED: X-XSS-Protection

TLSv1.3

EV

*.scasset.com

GeoTrust TLS RSA CA G1
DigiCert Inc
www.digicert.com

us

Sep 20 00:00:00 2024 GMT
Oct 7 23:59:59 2025 GMT

0206753BB36726F9E7185B904BE89832

PASSED: X-Content-Type-Options
PASSED: Content-Security-Policy
PASSED: Strict-Transport-Security

Missing Headers:
FAILED: Referrer-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy



Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 192.124.249.135

HTTP Headers

via 1.1 368146333bflal071e8432a7d4e4dlela.cloudfront.net
(CloudFront)

date Sat, 13 Sep 2025 10:33:56 GMT

vary Accept-Encoding

server Sucuri/Cloudproxy

alt-svc h3=":443"; ma=2592000, h3-29=":443"; ma=2592000

x-cache Miss from cloudfront

x-amz-cf-id YeMHPTM2bU7k7dsRXXxNCwNjwyCjXDaNyl-prHNvBjOt6BOWCE6

AIMQ==



x-sucuri-id 14035

content-type text/html; charset=utf-8

http_version HTTP/2

x-amz-cf-pop IAD89-C3

cache-control private, no-cache, no-store, max-age=0,

must-revalidate

X-sucuri-cache EXPIRED

accept-encoding gzip

x-frame-options SAMEORIGIN, SAMEORIGIN

X-XSs-protection 1; mode=block

X-content-type-options nosniff, nosniff

content-security-policy upgrade-insecure-requests;, frame-ancestors 'self'

online.scasset.com netcorecloud.com;

strict-transport-security max-age=31536000; includeSubdomains; preload,
max-age=31536000; includeSubDomains; preload;

X-envoy-upstream-service-time 128
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