
Website Security Analysis Report

Analysis Overview

URL Analyzed: http://Posillicoinc.com

Analysis Date: September 13, 2025 at 05:24 AM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.135.42

ASN: 13335

ASN Description: CLOUDFLARENET, US

Country: US

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Content Management System

CMS Detected: WordPress

Active Theme: Divi

Plugins Found: 5 plugins

• addons-for-divi



• divi-machine

• divi-toolbox

• formidable

• google-analytics-premium

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)

HTTP Status: 403

WP-Login.php Test: PASSED

Reason: WP-Login page has CAPTCHA protection: recaptcha,
simple_captcha, custom_captcha

HTTP Status: 200



User Enumeration Test: FAILED

Reason: User enumeration is possible via WordPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 162.159.135.42

MX Records: d164280b.ess.barracudanetworks.com. (Priority: 20),
d164280a.ess.barracudanetworks.com. (Priority: 10)



TXT Records: "google-site-verification=ZjTzZNERMJNFXfO1zq2dmWab
YqYNiAr8n9ecqaAounY",
"dropbox-domain-verification=57230vebwqf3",
"google-site-verification=8Cbv35Ix4JQ1J1AFenu0oxE7xGIkAiBABs7phAloS7g",
"vme65KkXILCpUNkizUJNohMKNSvrWBERWX6j1+Wug4wEXc8an3P/0+TxRkt2cmmVmbyVI+D2antfYW/hxvjhZA==",
"google-site-verification=ENtiHuQgnrf8ueNVdJJb3H8s8z3gaQqXCg1oFej7mmg",
"v=spf1 ip4:69.27.245.98 ip4:173.3.133.100
ip4:172.200.131.134
include:spf.protection.outlook.com
include:emailus.freshservice.com
include:spf-us.emailsignatures365.com ~all",
"apple-domain-verification=jGI4n07BrJRAwVeg",
"box-domain-verification=6c6de588b68f05182ccda7a7dbf8ec73cd105cfae8890995eac4dd4529939f96",
"MS=A132694329AC8C6EFC48D7BDB9007BCD8CA40DF8",
"BPL=1292678",
"knowbe4-site-verification=8eebe750a27e59410c06bfac3c6de21a"

WWW Records: www.Posillicoinc.com (A): 162.159.135.42

Services Detected:
• Google Search Console - Google Search Console services detected

• Dropbox - Dropbox services detected

• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

• Apple - Apple services detected

HTTP Headers

Header Value

age 55670

nel {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

date Sat, 13 Sep 2025 05:23:56 GMT

link <https://posillicoinc.com/wp-json/>;
rel="https://api.w.org/",
<https://posillicoinc.com/wp-json/wp/v2/pages/30>;
rel="alternate"; title="JSON";
type="application/json",
<https://posillicoinc.com/>; rel=shortlink

vary Accept-Encoding

cf-ray 97e53726f9d5b916-ATL



server cloudflare

alt-svc h3=":443"; ma=86400

ki-edge v=22.2.1;mv=5.0.16

ki-origin g1p

report-to {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.c
om\/report\/v4?s=Fim0vG5hqywvMlpCKyS0PLR%2BKv0qcNTMLepKDOWm6WxAQd61uj%2B2S6w2CNBYxbjS%2BOPW%2B0M4oUDqZK3cFjrRKonxSHR%2FGyt%2Fwxgha3gXgSSTb%2BZwqW1l1wIUuhG80K9mgyo%3D"}],"group":"cf-nel","max_age":604800}

content-type text/html; charset=UTF-8

http_version HTTP/2

ki-cache-tag 08a0ac24-3ce1-4208-92fa-a646e981f80a,9bfed92231b30
043da1168463c6a7686706249c1266fa1f4c1bac710d6b3540b

cache-control public, max-age=0, s-maxage=86400

ki-cache-type Edge

last-modified Fri, 12 Sep 2025 12:25:26 GMT

x-kinsta-cache HIT

cf-cache-status HIT

content-encoding gzip

ki-cf-cache-status HIT

x-edge-location-klb 1

x-content-type-options nosniff
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