Website Security Analysis Report

Analysis Overview

URL Analyzed: https://lwww.diariodemocracia.com/
Analysis Date: January 15, 2026 at 06:44 AM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:

» Found 2 suspicious pattern(s)

Network Information

IP Address: 104.21.38.66

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 104.16.0.0/12

Domain Information

Registrar: Network Solutions, LLC



Created:
Expires:
Last Updated:

Status:

Name Servers:

SSL/TLS Security
TLS Version:

Certificate Type:

Subject:

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

2005-02-24T14:40:59
2028-02-24T14:40:59
2024-02-27T20:03:36

[‘clientTransferProhibited
https://icann.org/epp#clientTransferProhibited’]

AMY.NS.CLOUDFLARE.COM, RAM.NS.CLOUDFLARE.COM

TLSv1.3

DV

diariodemocracia.com
WE1

Google Trust Services

us

Dec 8 19:42:56 2025 GMT
Mar 8 20:40:28 2026 GMT

558C079A6B46265D11F113F03EAF4BDD

Security Headers

Present Headers:

PASSED: Referrer-Policy

PASSED: X-Content-Type-Options
PASSED: Cross-Origin-Opener-Policy

Missing Headers:
FAILED: Strict-Transport-Security
FAILED: X-Frame-Options



FAILED: X-XSS-Protection

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Resource-Policy

Blocklisting Status
Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 104.21.38.66, 172.67.219.184

HTTP Headers

nel {"report_to":"cf-nel","success_fraction":0.0,"max_
age":604800}

date Thu, 15 Jan 2026 06:44:55 GMT

vary Accept-Encoding, Cookie



cf-ray 9be3684008f3f88f-ATL

server cloudflare
alt-svc h3=":443"; ma=86400
report-to {"group":"cf-nel","max_age":604800,"endpoints":[{"

url":"https://a.nel.cloudflare.com/report/v4?s=NA4Vsmi2ljCns03BjJcKT%2FHC3I7pJlilAvCL

content-type text/html; charset=utf-8

http_version HTTP/2

cf-cache-status DYNAMIC

referrer-policy same-origin

content-encoding gzip

speculation-rules "/cdn-cgi/speculation”
x-cloud-trace-context e71707c627257199d548452a7c75b876
X-content-type-options nosniff

cross-origin-opener-policy same-origin
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