
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://nadiavado.com

Analysis Date: July 29, 2025 at 09:11 PM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.134.42

ASN: 13335

ASN Description: CLOUDFLARENET, US

Country: US

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Registrar: NameCheap, Inc.

Created: 2016-09-19T01:40:41Z

Last Updated: 2024-09-26T14:30:19Z

Name Servers: DNS1.NAMECHEAPHOSTING.COM,
DNS2.NAMECHEAPHOSTING.COM

SSL/TLS Security



TLS Version: TLSv1.3

Certificate Type: DV

Subject: nadiavado.com

Certificate Authority (CA): WE1

Google Trust Services

US

Valid From: Jul  7 07:44:31 2025 GMT

Valid Until: Oct  5 08:44:28 2025 GMT

Serial Number: B95A7C417FA867C91121E2640BC2ADF4

Content Management System

CMS Detected: WordPress

Plugins Found: 12 plugins

• woocommerce

• essential-addons-for-elementor-lite

• if-menu

• elementor

• fluentform

... and 7 more

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:



FAILED: Strict-Transport-Security

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)

HTTP Status: 403

WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected



VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

DNS Records

A Records (IPv4): 162.159.134.42

MX Records: mx3-hosting.jellyfish.systems. (Priority: 30),
mx1-hosting.jellyfish.systems. (Priority: 10),
mx2-hosting.jellyfish.systems. (Priority: 20)

TXT Records: "brevo-code:b167b2e6fa3e3b19ceb0972d49d8dcb8",
"MAltYWlsLm5hZGlhdmFkby5jb20uCg==", "v=spf1 +a +mx
+ip4:198.54.114.48 +ip4:198.54.115.174
include:spf.web-hosting.com +ip4:198.54.116.174
+ip4:198.54.115.48
include:relay.kinstamailservice.com ~all"

WWW Records: www.nadiavado.com (A): 162.159.134.42

Services Detected:
No email hosting services detected

HTTP Headers

Header Value

Date Tue, 29 Jul 2025 21:11:55 GMT

Content-Type text/html; charset=UTF-8

Transfer-Encoding chunked

Connection keep-alive

CF-Ray 966f9c8a7f396f64-DFW

CF-Cache-Status DYNAMIC



Link <https://nadiavado.com/wp-json/>;
rel="https://api.w.org/",
<https://nadiavado.com/wp-json/wp/v2/pages/33>;
rel="alternate"; title="JSON";
type="application/json", <https://nadiavado.com/>;
rel=shortlink

Vary Accept-Encoding

ki-cache-type None

Ki-CF-Cache-Status BYPASS

ki-edge v=21.1.1;mv=5.0.10

X-Content-Type-Options nosniff

X-Edge-Location-Klb 1

x-kinsta-cache HIT

Set-Cookie __cf_bm=lDiCz5rbxhWtnBvnXxU2pN7VDEQmyWTNkFJaDMNAPH
4-1753823515-1.0.1.1-PUGIOBedJqUTDl1YcrnZo2yh_MCSxB2_Hu7zsCCtgckfxT3A2CovFKV5CLJMyi2I.z3ZOCbOtJEssgFL4ONVt51hdcfDse3QOT_Y_xfxtx0;
path=/; expires=Tue, 29-Jul-25 21:41:55 GMT;
domain=.nadiavado.com; HttpOnly; Secure;
SameSite=None

Report-To {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.c
om\/report\/v4?s=kJTi4wXAHVQRq2okJKYXBEzTAVSse5Nq9%2BZiW1nUrcG%2FBN9lZeOqQGAVJvE%2FXs5GnMUILbCvHOT9fxdFrT6uIaaUFqZyoZN3oeqJTUqms14PdqsIXBic1aRqrrHA30A%3D"}],"group":"cf-nel","max_age":604800}

NEL {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

Server cloudflare

Content-Encoding gzip

alt-svc h3=":443"; ma=86400
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