Website Security Analysis Report

Analysis Overview

URL Analyzed: http://taranawireless.com
Analysis Date: October 29, 2025 at 10:50 AM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.134.42

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Registrar: TUCOWS DOMAINS, INC.

Created: 2009-03-14T20:21:20

Expires: 2027-03-14T20:21:20

Last Updated: 2024-03-29T05:09:58

Status: ['ok https://licann.org/epp#ok’]

Name Servers: NS-1027.AWSDNS-00.0RG, NS-1771.AWSDNS-29.CO.UK,

NS-188.AWSDNS-23.COM, NS-603.AWSDNS-11.NET



Content Management System

CMS Detected: WordPress
Active Theme: stratusx
Plugins Found: 9 plugins

» dynamicconditions

* elementor

* elementor-pro

« essential-addons-for-elementor-lite
« foogallery

... and 4 more

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

Strict-Transport-Security
X-Frame-Options
X-XSS-Protection
Referrer-Policy
Content-Security-Policy
Permissions-Policy
Cross-Origin-Embedder-Policy
Cross-Origin-Opener-Policy

Cross-Origin-Resource-Policy



WordPress Security Analysis
XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403
WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200
User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 162.159.134.42



MX Records:

TXT Records:

WWW Records:

aspmx2.googlemail.com. (Priority: 10),
alt2.aspmx.l.google.com. (Priority: 5),
aspmx.l.google.com. (Priority: 1),
altl.aspmx.l.google.com. (Priority: 5),
aspmx3.googlemail.com. (Priority: 10)

"mongodb-site-verification=7MDOyBfol5buM9tUwbCAUUv
xbd6TAtr5", "gf0797me3rgqlp2g9aad70id3l”, "v=spfl
ip4:4.71.113.192/28 include:_spf.google.com
include:amazonses.com include:_spf.salesforce.com

~all",
"cursor-domain-verification-kkx5cq=clfZKeAf7Pgt8hn5cF8mnz9am",
"zU7T8UbIfZmk70D9ZYIFOuwbQgShelhIEmCr9lbNjrc=",
"logmein-verification-code=53280857-0e5f-4def-b25¢-9ad8477k43b0",
"MS=6278B64692FD4B9062BAEFA0D8924A7FC98CF034",
"64he7j3j1nhphfvrteb7c9vtue”,

"uk70059dg9gtfds3ceh160q8jk",
"351d09a3-fh63-4453-b152-398644a3d1bd"

www.taranawireless.com (A): 162.159.134.42

Services Detected:

» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
* Amazon SES - Amazon SES services detected

e Cursor - Cursor services detected

HTTP Headers

age 42590

nel {"success_fraction":0.01,"report_to":"cf-nel","max

_age":604800}
date Wed, 29 Oct 2025 10:50:52 GMT

link <https://taranawireless.com/wp-json/>;
rel="https://api.w.org/",

<https://taranawireless.com/wp-json/wp/v2/pages/256>;

rel="alternate"; title="JSON";
type="application/json",

<https://taranawireless.com/>; rel=shortlink



vary Accept-Encoding

cf-ray 99621d4c7e08bf7d-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

ki-edge v=23.0.1;mv=5.0.17

ki-origin glp

report-to {"endpoints":[{"url":"https:\/\Wa.nel.cloudflare.c

omVreport\/v4?s=5CLUW3UX%2FVq7CJOY2M9KkMgKOJTWvZIDB%?213RZcol40fx8sgnNhi

content-type text/html; charset=UTF-8
http_version HTTP/2
ki-cache-tag b040c3f0-e524-4cf1-8¢88-66b7fdefb9d2,cd648b616¢c7dd

4ab550fclcl7abac2cf69a7de25b26521a6696631c5d2ea4c83

cache-control public, max-age=0, s-maxage=86400
ki-cache-type Edge

last-modified Tue, 28 Oct 2025 22:56:37 GMT
x-kinsta-cache HIT

cf-cache-status HIT

content-encoding gzip

ki-cf-cache-status HIT

x-edge-location-kib 1

X-content-type-options nosniff
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