
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://jonpenland.com

Analysis Date: July 29, 2025 at 09:32 PM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.135.42

ASN: 13335

ASN Description: CLOUDFLARENET, US

Country: US

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Registrar: Cloudflare, Inc.

Created: 2013-06-15T00:32:28Z

Last Updated: 2025-05-16T04:03:23Z

Name Servers: OLGA.NS.CLOUDFLARE.COM, SIMON.NS.CLOUDFLARE.COM

SSL/TLS Security



TLS Version: TLSv1.3

Certificate Type: DV

Subject: jonpenland.com

Certificate Authority (CA): WE1

Google Trust Services

US

Valid From: Jul 25 04:56:41 2025 GMT

Valid Until: Oct 23 05:56:37 2025 GMT

Serial Number: CABB4544B15815CB13874F1FF6522E20

Content Management System

CMS Detected: WordPress

Plugins Found: 3 plugins

• contact-form-7

• cleantalk-spam-protect

• independent-analytics

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy



FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)

HTTP Status: 403

WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200

User Enumeration Test: FAILED

Reason: User enumeration is possible via WordPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner



DNS Records

A Records (IPv4): 162.159.135.42

TXT Records: "google-site-verification=V5GPxLrfoeP_yly4VEjDHvaB
WcAuNFp5FHtc9kmyZgI",
"ca3-dce96eb7db1c42e0a5f59fb086d37b1b",
"ca3-5c3ea4ffd94f4d5e887bf873a99a012d"

WWW Records: www.jonpenland.com (A): 162.159.135.42

HTTP Headers

Header Value

Date Tue, 29 Jul 2025 21:32:01 GMT

Content-Type text/html; charset=UTF-8

Transfer-Encoding chunked

Connection keep-alive

CF-Ray 966fb9fb1bd7474a-DFW

CF-Cache-Status HIT

Age 703

Cache-Control public, max-age=0, s-maxage=3600

Last-Modified Tue, 29 Jul 2025 21:20:18 GMT

Link <https://jonpenland.com/wp-json/>;
rel="https://api.w.org/"

Vary Accept-Encoding

cf-edge-cache cache,platform=wordpress

ki-Cache-Tag 98329c74-afa3-49a3-8094-80b5af36dfee,24bb019849a1f
13519f7e346cc5245344f627169230a097d54490947f61e4f46

ki-cache-type Edge

Ki-CF-Cache-Status HIT

ki-edge v=21.1.1;mv=5.0.10



X-Content-Type-Options nosniff

X-Edge-Location-Klb 1

x-kinsta-cache HIT

x-ua-compatible IE=edge

Set-Cookie __cf_bm=15c6TjV4HKJMX8N15tOgKPPQSS73I75CjFSZMGp8nM
g-1753824721-1.0.1.1-X81lpX98unHg9_sw2_jv5gzJAjYJXlStb86m7n_.MFsWuwOQs3LBgDcEVu0Ks_MhgzYgw.xbuF9llAe_H74no_2YHTz44.bo9tZocZoz7MQ;
path=/; expires=Tue, 29-Jul-25 22:02:01 GMT;
domain=.jonpenland.com; HttpOnly; Secure;
SameSite=None

Report-To {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.c
om\/report\/v4?s=7mBTCfE%2FJh80Fo8FHyvZ%2BzmwXIIcXP9KWyf4ofaglg5eXzXrof5euvTXdUJZuTMKsBsEYI5t617dbkqDgHKEe13WD786DFIGg5Ew5d9FAtIgXZG9qlK7z%2BtIqFbXT1Sk"}],"group":"cf-nel","max_age":604800}

NEL {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

Server cloudflare

Content-Encoding gzip

alt-svc h3=":443"; ma=86400
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