Website Security Analysis

Analysis Overview

URL Analyzed: https://www.chch.com
Analysis Date: July 29, 2025 at 09:32 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.135.42

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

SSL/TLS Security

TLS Version: TLSv1.3
Certificate Type: DV
Subject: chch.com

Certificate Authority (CA): WEL1

Report



Google Trust Services

us
Valid From: Jun 25 11:21:45 2025 GMT
Valid Until: Sep 23 12:21:41 2025 GMT
Serial Number: DAF4BD7B1F4942680DA33E10B567F292

Content Management System

CMS Detected: WordPress
Plugins Found: 6 plugins
* elementor

» the-events-calendar

* elementor-pro

* events-calendar-pro

* onesignal-free-web-push-notifications

... and 1 more

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

Strict-Transport-Security
X-Frame-Options
X-XSS-Protection
Referrer-Policy
Content-Security-Policy

Permissions-Policy



FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 403)
HTTP Status: 403

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner



DNS Records

A Records (IPv4): 162.159.135.42
CNAME Records: chch.com.
MX Records: aspmx3.googlemail.com. (Priority: 10),

altl.aspmx.l.google.com. (Priority: 5),
hkfb7c4g3hfvyaswer6zfhjrqyy4sypgxjéuféwtiocytzh5j5eq.mx-verification.google.co
(Priority: 15), aspmx2.googlemail.com. (Priority:

10), aspmx.l.google.com. (Priority: 1),

alt2.aspmx.l.google.com. (Priority: 5)

TXT Records: "google-site-verification=Ea7Te6tnmuhUNfjHNISGtOEP
Zc67kvgazXMBubYasrA", "v=spfl mx a
ip4:192.33.167.66 include:_spf.salesforce.com
include:_spf.google.com
include:spf.us.exclaimer.net
include:_spf.intacct.com ~all",
"google-site-verification=tJlu0grqgQiwVqYN1yOhctTbDIR2KVLNMLgAqQRWdABNAE'
"google-site-verification=e-ill2vxq8 ANXiIFAEqHph2Ni6zilatz98ffHImMC30rQ"

Services Detected:

» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace

» Google Search Console - Google Search Console services detected
» Google Search Console - Google Search Console services detected

» Google Search Console - Google Search Console services detected

HTTP Headers

Date Tue, 29 Jul 2025 21:32:22 GMT
Content-Type text/html; charset=UTF-8
Transfer-Encoding chunked

Connection keep-alive

CF-Ray 966fba7focf56b5b-DFW

CF-Cache-Status HIT



Age
Cache-Control
Last-Modified

Link

Vary

ki-Cache-Tag

ki-cache-type
Ki-CF-Cache-Status
ki-edge
X-Content-Type-Options
X-Edge-Location-Klb
x-kinsta-cache
x-pingback
x-tec-api-origin
x-tec-api-root
x-tec-api-version

Set-Cookie

Report-To

NEL

Server
Content-Encoding

alt-svc

1839

public, max-age=0, s-maxage=31536000

Tue, 29 Jul 2025 20:52:53 GMT
<https://www.chch.com/wp-json/>;
rel="https://api.w.org/",
<https://www.chch.com/wp-json/wp/v2/pages/2>;
rel="alternate"; title="JSON";
type="application/json", <https://www.chch.com/>;
rel=shortlink

Accept-Encoding

083c3422-5ae0-4bf9-b647-fal1650b8f8f1,07ebc763e3ed6
0074d880b42627037ef093579792d55371873611800a14049b5

Edge
HIT
v=21.1.1;mv=5.0.10

nosniff

HIT

https://www.chch.com/xmirpc.php

https://www.chch.com

https://www.chch.com/wp-json/tribe/events/vl/

vl

__cf_bm=usD2BOZU8sLsBpvRmM7LSjvBUd6D5cWnw4JrC4YDAX_
w-1753824742-1.0.1.1-cAS2WhVi82EKV8IJILAIMIKMAZHex90L6Y_T$1zTOM.YAfsTWFGV
path=/; expires=Tue, 29-Jul-25 22:02:22 GMT;

domain=.www.chch.com; HttpOnly; Secure;

SameSite=None

{"endpoints":[{"url":"https:\/\Wa.nel.cloudflare.c
omVreport\/\v4?s=u94mKK7nnZUFHI5zFxol3KBfAReb0JEN69278%2FcivYY%2FbnBXXq79

{"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

cloudflare
gzip

h3=":443"; ma=86400
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