Website Security Analysis Report

Analysis Overview

URL Analyzed: https://wayik.com
Analysis Date: July 31, 2025 at 02:26 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 104.21.76.145

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 104.16.0.0/12

Domain Information

Registrar: GoDaddy.com, LLC
Created: 2009-03-27T17:47:46
Expires: 2026-03-27T17:47:46

Last Updated: 2024-03-28T09:52:55



Status:

Name Servers:

SSL/TLS Security
TLS Version:
Certificate Type:
Subject:;

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

['clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited’,
‘clientRenewProhibited
https://icann.org/epp#clientRenewProhibited’,
‘clientTransferProhibited
https://icann.org/epp#clientTransferProhibited’,
‘clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited’]

AMANDA.NS.CLOUDFLARE.COM, COREY.NS.CLOUDFLARE.COM

TLSv1.3

DV

wayik.com

WE1

Google Trust Services

us

Jun 22 19:28:46 2025 GMT
Sep 20 20:27:09 2025 GMT

0896A00FCEA9757D1139DDO0O0059CEB92

Content Management System

CMS Detected:
Active Theme:

Plugins Found:

WordPress
hello-elementor
3 plugins

* elementor

* elementor-pro

* google-site-kit



Security Headers

Present Headers:
PASSED: Content-Security-Policy

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-Content-Type-Options
FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 302)
HTTP Status: 302

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status



Overall Status: CLEAN

Services Checked: 2

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

DNS Records
A Records (IPv4): 172.67.196.31, 104.21.76.145

MX Records: aspmx2.googlemail.com. (Priority: 10),
aspmx.l.google.com. (Priority: 1),
alt2.aspmx.l.google.com. (Priority: 5),
aspmx3.googlemail.com. (Priority: 10),
altl.aspmx.l.google.com. (Priority: 5)

TXT Records: "google-site-verification=giR3-12JqciqgHp8Fdq_P2fga
BExM3ZgPLye56CbA020", "v=spfl
include:_spf.google.com include:spf.sendinblue.com
mx ~all",
"sendinblue-code:fbb9db61604fe22ec03f98f0adeedfo3"

WWW Records: www.wayik.com (A): 104.21.76.145, www.wayik.com
(A): 172.67.196.31

Services Detected:

» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace

» Google Search Console - Google Search Console services detected



HTTP Headers

Date Thu, 31 Jul 2025 14:26:35 GMT

Content-Type text/html; charset=UTF-8

Transfer-Encoding chunked

Connection keep-alive

Report-To {"group":"cf-nel","max_age":604800,"endpoints":[{"

url":"https://a.nel.cloudflare.com/report/v4?s=mt8GHK8g3xnju6%2Fj7zsjzRsbbY0ZsSNrCYY]

X-Powered-By PHP/8.2.28

Cf-Edge-Cache cache,platform=wordpress

Link <https://wayik.com/>; rel=shortlink
X-Litespeed-Cache hit

Vary Accept-Encoding

Nel {"report_to":"cf-nel","success_fraction":0.0,"max_

age":604800}

Server cloudflare

Platform hostinger

Panel hpanel
Content-Security-Policy upgrade-insecure-requests
X-Turbo-Charged-By LiteSpeed
Cf-Cache-Status DYNAMIC
Content-Encoding gzip

CF-RAY 967dc58b688e27bf-MIA
alt-svc h3=":443"; ma=86400
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