
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://uxdivi.com

Analysis Date: July 31, 2025 at 06:29 PM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 145.223.124.208

ASN: 47583

ASN Description: AS-HOSTINGER, CY

Country: US

CIDR: 145.223.120.0/21

Domain Information

Registrar: GoDaddy.com, LLC

Created: 2018-06-05T03:16:33

Expires: 2026-06-05T03:16:33

Last Updated: 2024-07-28T23:06:08



Status: ['clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited',
'clientRenewProhibited
https://icann.org/epp#clientRenewProhibited',
'clientTransferProhibited
https://icann.org/epp#clientTransferProhibited',
'clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited']

Name Servers: NS1.DNS-PARKING.COM, NS2.DNS-PARKING.COM

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: uxdivi.com

Certificate Authority (CA): R10

Let's Encrypt

US

Valid From: Jul 25 17:02:20 2025 GMT

Valid Until: Oct 23 17:02:19 2025 GMT

Serial Number: 06F8B8F4C016DF0BC4658EE62A44F8E0D85F

Content Management System

CMS Detected: WordPress

Active Theme: buddyboss-theme

Plugins Found: 18 plugins

• advanced-tab-module

• automatorwp-pro

• buddyboss-platform



• buddyboss-platform-pro

• dark-code

... and 13 more

Security Headers

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Content-Type-Options

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: FAILED

Reason: XMLRPC.php is accessible and vulnerable

HTTP Status: 200

WP-Login.php Test: PASSED

Reason: WP-Login page has CAPTCHA protection: recaptcha,
simple_captcha, custom_captcha

HTTP Status: 200

User Enumeration Test: FAILED

Reason: User enumeration is possible via WordPress REST API



Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

DNS Records

A Records (IPv4): 88.223.87.1, 145.223.124.139

MX Records: alt2.aspmx.l.google.com. (Priority: 5),
aspmx.l.google.com. (Priority: 1),
alt3.aspmx.l.google.com. (Priority: 10),
alt1.aspmx.l.google.com. (Priority: 5),
alt4.aspmx.l.google.com. (Priority: 10)

TXT Records: "v=spf1 include:_spf.mlsend.com
include:_spf.mlsend.com include:_spf.google.com
include:_spf.mlsend.com
include:_spf.mail.hostinger.com ~all"

WWW Records: www.uxdivi.com (A): 147.79.79.114, www.uxdivi.com
(A): 147.79.72.229

Services Detected:
• Google Workspace - Email hosted on Google Workspace

• Google Workspace - Email hosted on Google Workspace

• Google Workspace - Email hosted on Google Workspace

• Google Workspace - Email hosted on Google Workspace

• Google Workspace - Email hosted on Google Workspace



HTTP Headers

Header Value

Date Thu, 31 Jul 2025 18:29:26 GMT

Content-Type text/html; charset=UTF-8

Transfer-Encoding chunked

Connection keep-alive

Vary Accept-Encoding

x-powered-by PHP/8.2.28

set-cookie __wpdm_client=cdf6b653b8946b8ca019873189d29b91;
path=/; secure; HttpOnly,
wmc_ip_info=eyJjb3VudHJ5IjoiVVMiLCJjdXJyZW5jeV9jb2RlIjoiVVNEIn0%3D;
expires=Fri, 01 Aug 2025 18:29:28 GMT;
Max-Age=86400; path=/; secure,
wmc_current_currency=USD; expires=Fri, 01 Aug 2025
18:29:28 GMT; Max-Age=86400; path=/; secure,
wmc_current_currency_old=USD; expires=Fri, 01 Aug
2025 18:29:28 GMT; Max-Age=86400; path=/; secure

link <https://uxdivi.com/wp-json/>;
rel="https://api.w.org/",
<https://uxdivi.com/wp-json/wp/v2/pages/14>;
rel="alternate"; title="JSON";
type="application/json", <https://uxdivi.com/>;
rel=shortlink

content-encoding gzip

platform hostinger

panel hpanel

content-security-policy upgrade-insecure-requests

Server hcdn

alt-svc h3=":443"; ma=86400

x-hcdn-request-id 379476c643c472d27a593d234a44168c-bos-edge3

x-hcdn-cache-status DYNAMIC

x-hcdn-upstream-rt 1.206



Generated by Website Security Analyzer

Report generated on July 31, 2025 at 06:34 PM


