Website Security Analysis Report

Analysis Overview

URL Analyzed: https://uxdivi.com
Analysis Date: July 30, 2025 at 06:36 AM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 92.112.198.88

ASN: 47583

ASN Description: AS-HOSTINGER, CY

Country: UA

CIDR: 92.112.196.1/32, 92.112.196.2/31, 92.112.196.4/30,

92.112.196.8/29, 92.112.196.16/28,
92.112.196.32/27, 92.112.196.64/26,
92.112.196.128/25, 92.112.197.0/24, 92.112.198.0/23

Domain Information

Registrar: GoDaddy.com, LLC
Created: [2018-06-05T03:16:33', '2018-06-04T22:16:33']
Expires: ['2026-06-05T03:16:33', '2026-06-04T722:16:33']

Last Updated: ['2024-07-28T23:06:08', '2024-06-05T07:57:25']



Status: ['clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited’,
‘clientRenewProhibited
https://icann.org/epp#clientRenewProhibited’,
‘clientTransferProhibited
https://icann.org/epp#clientTransferProhibited’,
‘clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited’]

Name Servers: NS1.DNS-PARKING.COM, NS2.DNS-PARKING.COM

SSL/TLS Security

TLS Version: TLSv1.3
Certificate Type: DV
Subject: uxdivi.com
Certificate Authority (CA): R10

Let's Encrypt

us
Valid From: Jul 25 17:02:20 2025 GMT
Valid Until: Oct 23 17:02:19 2025 GMT
Serial Number: 06F8B8F4C016DFOBC4658EE62A44F8EOD85F

Content Management System
CMS Detected: WordPress
Plugins Found: 19 plugins
» metorik-helper
* woocommerce-gateway-stripe
* woocommerce-multi-currency

* buddyboss-platform-pro



« dg-blog-module

... and 14 more

Security Headers

Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

Strict-Transport-Security
X-Content-Type-Options
X-Frame-Options
X-XSS-Protection
Referrer-Policy
Content-Security-Policy
Permissions-Policy
Cross-Origin-Embedder-Policy
Cross-Origin-Opener-Policy

Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: FAILED

Reason: XMLRPC.php is accessible and vulnerable

HTTP Status: 200

WP-Login.php Test: PASSED

Reason: WP-Login page has CAPTCHA protec:ion: recaptcha,
simple_captcha, custom_captcha

HTTP Status: 200

User Enumeration Test: FAILED

Reason: User enumeration is possible via WorcPress REST API



Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

DNS Records
A Records (IPv4): 148.135.128.162, 147.79.120.76

MX Records: aspmx.l.google.com. (Priority: 1),
altd.aspmx.l.google.com. (Priority: 10),
altl.aspmx.l.google.com. (Priority: 5),
alt2.aspmx.l.google.com. (Priority: 5),
alt3.aspmx.l.google.com. (Priority: 10)

TXT Records: "v=spfl include:_spf.misend.com
include:_spf.mlsend.com include:_spf.google.com
include:_spf.mlsend.com
include:_spf.mail.hostinger.com ~all"

WWW Records: www.uxdivi.com (A): 77.37.76.111, www.uxdivi.com
(A): 147.79.120.218

Services Detected:

» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace



HTTP Headers

Date
Content-Type
Transfer-Encoding
Connection

Vary
x-powered-by

set-cookie

link

content-encoding
platform

panel
content-security-policy
Server

alt-svc
x-hcdn-request-id
x-hcdn-cache-status

x-hcdn-upstream-rt

Wed, 30 Jul 2025 06:35:48 GMT

text/html; charset=UTF-8

chunked

keep-alive

Accept-Encoding

PHP/8.2.28
__wpdm_client=5eabad288992041882759da29757b2e1;
path=/; secure; HttpOnly,
wmc_ip_info=eyJjb3VudHJ5IjoiTVgiLCJjdXJyZW5jeV9jb2RIIjoiTVhOIN)%3D;
expires=Thu, 31 Jul 2025 06:35:50 GMT;
Max-Age=86400; path=/; secure,
wmc_current_currency=MXN; expires=Thu, 31 Jul 2025
06:35:50 GMT; Max-Age=86400; path=/; secure,
wmc_current_currency_old=MXN; expires=Thu, 31 Jul
2025 06:35:50 GMT; Max-Age=86400; path=/; secure
<https://uxdivi.com/wp-json/>;

rel="https://api.w.org/",
<https://uxdivi.com/wp-json/wp/v2/pages/14>;
rel="alternate"; title="JSON";

type="application/json", <https://uxdivi.com/>;
rel=shortlink

gzip

hostinger

hpanel

upgrade-insecure-requests

hcdn

h3=":443"; ma=86400
1e001a9d27b8929829419b3e9e60903e-phx-edge?
DYNAMIC

1.463
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