Website Security Analysis Report

Analysis Overview

URL Analyzed: http://radiocamoapa.com
Analysis Date: January 14, 2026 at 06:39 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 185.196.61.178

ASN: 136258

ASN Description: ONEPROVIDER-AS BrainStorm Network, Inc, CA
Country: HR

Description: oneprovider.com - Toronto Infrastructure

CIDR: 185.196.61.1/32, 185.196.61.2/31, 185.196.61.4/30,

185.196.61.8/29, 185.196.61.16/28,
185.196.61.32/27, 185.196.61.64/26,
185.196.61.128/25

Domain Information

Registrar: TUCOWS DOMAINS, INC.
Created: 2009-03-31T17:12:13
Expires: 2033-03-31T17:12:13
Last Updated: 2025-05-05T21:45:09

Status: ['ok https://icann.org/epp#ok’]



Name Servers: ADNS1.EASYDNS.COM, ADNS2.EASYDNS.COM

Content Management System

CMS Detected: WordPress
Active Theme: newsmash
Plugins Found: 5 plugins

* add-to-any

* desert-companion
* google-site-kit
* optimization-detective

» wp-whatsapp

Security Headers

Present Headers:
PASSED: X-Frame-Options
PASSED: X-XSS-Protection

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-Content-Type-Options
FAILED: Referrer-Policy

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy



WordPress Security Analysis

XMLRPC.php Test: FAILED
Reason: XMLRPC.php returned unexpected steitus code: 401
HTTP Status: 401

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 401)
HTTP Status: 401

User Enumeration Test: FAILED

Reason: User enumeration is possible via WorcPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 142.132.196.168, 172.104.232.45, 185.196.61.178



MX Records: altl.aspmx.l.google.com. (Priority: 5),
aspmx.l.google.com. (Priority: 1),
alt2.aspmx.l.google.com. (Priority: 5),
alt4.aspmx.l.google.com. (Priority: 10),
alt3.aspmx.l.google.com. (Priority: 10)

TXT Records: "v=spfl include:_spf.google.com ~all"

WWW Records: www.radiocamoapa.com (A): 185.196.61.178,
www.radiocamoapa.com (A): 142.132.196.168,
www.radiocamoapa.com (A): 172.104.232.45

Services Detected:

» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace

» Google Workspace - Email hosted on Google Workspace

HTTP Headers

date Wed, 14 Jan 2026 18:39:26 GMT

link <https://radiocamoapa.com/wp-json/>;
rel="https://api.w.org/",
<https://radiocamoapa.com/wp-json/wp/v2/pages/26667>;
rel="alternate"; title="JSON";
type="application/json",
<https://radiocamoapa.com/>; rel=shortlink

vary Accept-Encoding

server nginx

x-server Deflect.ca (nginx)

set-cookie deflect_session=NWB6W6fS%2BIMAAAAAaWTwW7g%3D%3D;

Path=/; Max-Age=3600; HttpOnly

content-type text/html; charset=UTF-8
http_version HTTP/2
cache-control max-age=600, must-revalidate

eqpress-cache HIT



server-timing
x-deflect-edge
x-deflect-cache
x-frame-options
content-encoding
egpress-platform

X-XSS-protection

wp-before-template;dur=407.57

6a0724597acd
EXPIRED
SAMEORIGIN
gzip

3.0

1; mode=block
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