Website Security Analysis Report

Analysis Overview

URL Analyzed: https://illumepgh.com/
Analysis Date: November 01, 2025 at 02:51 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 104.21.46.103

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 104.16.0.0/12

Domain Information

Registrar: NAMECHEAP INC
Created: 2015-02-04T05:26:00
Expires: 2029-02-04T05:26:00
Last Updated: 2025-05-18T18:29:02
Status: ['clientTransferProhibited

https://icann.org/epp#clientTransferProhibited]

Name Servers: DOUG.NS.CLOUDFLARE.COM, MIA.NS.CLOUDFLARE.COM



SSL/TLS Security

TLS Version:
Certificate Type:
Subject:

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

TLSv1.3

DV

illumepgh.com

WE1

Google Trust Services

us

Oct 13 03:18:58 2025 GMT

Jan 11 04:18:42 2026 GMT

60A70A03ECE6DF1411F01586129920B2

Content Management System

CMS Detected:
Active Theme:

Plugins Found:

Security Headers

Present Headers:

WordPress
generatepress

5 plugins

« accessibility-checker
« gallery-block-lightbox
* generateblocks-pro

* perfmatters

« termageddon-usercentrics



PASSED: Referrer-Policy
PASSED: X-Frame-Options
PASSED: X-XSS-Protection
PASSED: X-Content-Type-Options
PASSED: Strict-Transport-Security

Missing Headers:

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test:

WP-Login.php Test:

User Enumeration Test:

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403

PASSED

Reason: WP-Login page has CAPTCHA protecion:
custom_captcha

HTTP Status: 200
PASSED

Reason: User enumeration is properly protected



Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records
A Records (IPv4): 172.67.137.195, 104.21.46.103

MX Records: aspmx.l.google.com. (Priority: 1),
altl.aspmx.l.google.com. (Priority: 5),
alt3.aspmx.l.google.com. (Priority: 10),
alt2.aspmx.l.google.com. (Priority: 5),
alt4.aspmx.l.google.com. (Priority: 10)

TXT Records: "apple-domain-verification=4wWRPed0ZEJhis3KYsxrbXX
pKVIpNMHi2j91riVm-u0", "v=spfl
include:_spf.google.com ~all",
"openai-domain-verification=dv-nDxaMNYxqyvgAzMtNCFrC3A0",
"google-site-verification=QJt1UdW7WIUhh8OHKgQPYjOgInL_z:zY-8V30lvzuSbE"

WWW Records: www.illumepgh.com (A): 104.21.46.103,
www.illumepgh.com (A): 172.67.137.195

Services Detected:

» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
» Google Workspace - Email hosted on Google Workspace
* Apple - Apple services detected

* OpenAl - OpenAl services detected

» Google Search Console - Google Search Console services detected

HTTP Headers



date Sat, 01 Nov 2025 14:51:13 GMT
vary Accept-Encoding

cf-ray 997¢357fbh32529d-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

content-type text/html; charset=UTF-8
http_version HTTP/2

cache-control s-maxage=31536000, max-age=60
last-modified Sat, 01 Nov 2025 11:10:12 GMT
cf-cache-status HIT

referrer-policy no-referrer-when-downgrade
x-frame-options SAMEORIGIN

x-ua-compatible IE=edge

content-encoding gzip

X-XSS-protection 1; mode=block
X-wp-spc-disk-cache HIT

x-content-type-options nosniff

strict-transport-security max-age=31536000; includeSubDomains; preload
x-wp-cf-super-cache-active 1

x-wp-cf-super-cache-cache-control s-maxage=31536000, max-age=60
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