
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://bh1promotions.co.uk

Analysis Date: October 30, 2025 at 06:27 AM

Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: HIGH

Indicators:
• Found 1 suspicious pattern(s)

• Found 1 SEO spam pattern(s)

Network Information

IP Address: 162.159.135.42

ASN: 13335

ASN Description: CLOUDFLARENET, US

Country: US

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Registrar: Easyspace Ltd [Tag = EASYSPACE]



Created: 2002-04-03T00:00:00

Expires: 2026-04-03T00:00:00

Last Updated: 2024-03-04T00:00:00

Status: ['Registered until expiry date.']

Name Servers: ns1.namecity.com, ns2.namecity.com

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: bh1promotions.co.uk

Certificate Authority (CA): WE1

Google Trust Services

US

Valid From: Sep 16 19:35:27 2025 GMT

Valid Until: Dec 15 20:35:04 2025 GMT

Serial Number: 6ADCAA98B82F3A230E220DFCD4C2B110

Content Management System

CMS Detected: WordPress

Active Theme: storefront

Plugins Found: 10 plugins

• akismet

• cookie-law-info

• dynamicconditions



• elementor

• elementor-pro

... and 5 more

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)

HTTP Status: 403

WP-Login.php Test: PASSED

Reason: WP-Login page has CAPTCHA protection: recaptcha,
simple_captcha, custom_captcha

HTTP Status: 200

User Enumeration Test: PASSED



Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 162.159.135.42

MX Records: bh1promotions-co-uk.mail.protection.outlook.com.
(Priority: 1)

TXT Records: "google-site-verification=UToooZKpSPoaRhyn0bGBeZ5T
OGHzGVLYv7ZWMyWB4Qw",
"ca3-6fd534ba953349cc8c59ae686f171b37",
"google-site-verification=Usu9dZwPWq7U1BdVyzLOXBrzZWWWJxSqKyKnYhoZfSs",
"google-site-verification=BN607gJiNDlQ9cEdzDqJMfwsSWIXpLU5QmpCV0eURsY",
"ca3-7af1c4f13d71475dbf0923d3c95b0cc0", "v=spf1
include:spf.protection.outlook.com
include:sendgrid.net include:servers.mcsv.net
include:infusionmail.com ~all"

WWW Records: www.bh1promotions.co.uk (A): 162.159.135.42

Services Detected:
• Office 365 - Email hosted on Office 365



• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

• Google Search Console - Google Search Console services detected

• Mailchimp - Mailchimp services detected

HTTP Headers

Header Value

nel {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

date Thu, 30 Oct 2025 06:27:40 GMT

link <https://www.bh1promotions.co.uk/wp-json/>;
rel="https://api.w.org/",
<https://www.bh1promotions.co.uk/wp-json/wp/v2/pages/1424>;
rel="alternate"; title="JSON";
type="application/json",
<https://www.bh1promotions.co.uk/>; rel=shortlink

vary Accept-Encoding

cf-ray 9968d91f4882dd21-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

ki-edge v=23.0.1;mv=5.0.17

cache-tag f6803159-9c7d-44bc-87d4-c2869f867110,7a9cd24ae480f
3212493184f53c659b919abfb2fd71d8db12f5838b4b0e04a9a

ki-origin g1p

report-to {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.c
om\/report\/v4?s=8SIAcy6WAkcIYS8f8mDc%2BGvpLnafPm7wwzZwsfNgGLfdi%2BOXUnrDCesBr7BBMIQdfmCBgY9kBuQZ3HJZopRAgbQY3FWb%2FTNKiq0kCxj36pZ4n9VIYudviyiF8nHvdnoBMtHKsCj43fu8"}],"group":"cf-nel","max_age":604800}

content-type text/html; charset=UTF-8

http_version HTTP/2

ki-cache-tag f6803159-9c7d-44bc-87d4-c2869f867110,7a9cd24ae480f
3212493184f53c659b919abfb2fd71d8db12f5838b4b0e04a9a

cache-control public, max-age=0, s-maxage=3600

ki-cache-type Edge

last-modified Thu, 30 Oct 2025 06:27:40 GMT



x-kinsta-cache HIT

cf-cache-status EXPIRED

content-encoding gzip

ki-cf-cache-status SAVING

x-edge-location-klb 1

x-content-type-options nosniff
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