Website Security Analysis Report

Analysis Overview

URL Analyzed: http://bluewave.net
Analysis Date: September 13, 2025 at 02:13 AM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 35.231.87.104

ASN: 396982

ASN Description: GOOGLE-CLOUD-PLATFORM, US
Country: us

Description: Google LLC

CIDR: 35.208.0.0/12, 35.224.0.0/12, 35.240.0.0/13

Domain Information

Registrar: GoDaddy.com, LLC



Created: 1996-09-04T04:00:00

Expires: 2028-09-03T04:00:00
Last Updated: 2023-05-18T16:16:13
Status: [‘clientDeleteProhibited

https://icann.org/epp#clientDeleteProhibited’,
‘clientRenewProhibited
https://icann.org/epp#clientRenewProhibited’,
‘clientTransferProhibited
https://icann.org/epp#clientTransferProhibited’,
‘clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited’]

Name Servers: NS23.DOMAINCONTROL.COM, NS24.DOMAINCONTROL.CCM

Content Management System

CMS Detected: WordPress
Active Theme: bluewave-technology-group
Plugins Found: 3 plugins

* 3d-flipbook-dflip-lite
* duracelltomi-google-tag-manager

» wp-rocket

Security Headers

Present Headers:

PASSED: Referrer-Policy
PASSED: X-Frame-Options
PASSED: Permissions-Policy
PASSED: X-Content-Type-Options
PASSED: Content-Security-Policy
PASSED: Strict-Transport-Security



Missing Headers:

FAILED: X-XSS-Protection

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis
XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403
WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200
User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected



DNS Records
A Records (IPv4):

MX Records:

TXT Records:

WWW Records:

Services Detected:

35.231.87.104

bluewave-net.mail.protection.outlook.com.
(Priority: 0)

"google-site-verification=GNoAb6FYc1gJBRYcnUxMm2Jn
0KHB3038V0O6bggh3uwU",
"apple-domain-verification=VON55BFgOv2CbOHL",
"v=spfl include:spf.protection.outlook.com -all”,
"MS=ms49320965", "MS=ms29836872"

www.bluewave.net (A): 35.231.87.104

» Office 365 - Email hosted on Office 365

» Google Search Console - Google Search Console services detected

* Apple - Apple services detected

HTTP Headers

date

link

vary

server
x-cache
x-cacheable

content-type

Sat, 13 Sep 2025 02:13:23 GMT
<https://bluewave.net/wp-json/>;
rel="https://api.w.org/",
<https://bluewave.net/wp-json/wp/v2/pages/85>;
rel="alternate"; title="JSON";

type="application/json", <https://bluewave.net/>;
rel=shortlink

Accept-Encoding, Accept-Encoding, Accept-Encoding,
Accept-Encoding,Cookie

nginx
HIT: 8
SHORT

text/html; charset=UTF-8



http_version
X-powered-by
cache-control
x-cache-group
referrer-policy
x-frame-options
content-encoding

permissions-policy

x-content-type-options
content-security-policy

strict-transport-security

HTTP/2

WP Engine

max-age=600, must-revalidate
normal
no-referrer-when-downgrade

SAMEORIGIN
gzip

accelerometer=(), ambient-light-sensor=(),
autoplay=(), battery=(), camera=(),
cross-origin-isolated=(), display-capture=(),
document-domain=(), encrypted-media=(),
execution-while-not-rendered=(),
execution-while-out-of-viewport=(), fullscreen=(),
geolocation=(), gyroscope=(), interest-cohort=(),
layout-animations=(), legacy-image-formats=(),
magnetometer=(), microphone=(), midi=(),
navigation-override=(), oversized-images=(),
payment=(), picture-in-picture=(),
publickey-credentials-get=(), screen-wake-lock=(),
sync-script=(), sync-xhr=(), usb=(),
vertical-scroll=(), web-share=(), wake-lock=(),
xr-spatial-tracking=()

nosniff
upgrade-insecure-requests

max-age=31536000
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