Website Security Analysis Report

Analysis Overview

URL Analyzed: https://sanpedrodejujuy.gob.ar/
Analysis Date: September 13, 2025 at 07:34 PM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: LOW

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 147.79.109.240

ASN: 47583

ASN Description: AS-HOSTINGER, CY
Country: us

CIDR: 147.79.104.0/21

Domain Information
Registrar: nicar

Created: 2013-01-01T00:00:00



Expires: 2100-12-31T00:00:00

Last Updated: 2024-10-24 13:32:42.839746
Name Servers: f.dns.ar, a.lactld.org, e.dns.ar, d.dns.ar,
c.dns.ar

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: sanpedrodejujuy.gob.ar
Certificate Authority (CA): R11

Let's Encrypt

us
Valid From: Aug 18 16:25:49 2025 GMT
Valid Until: Nov 16 16:25:48 2025 GMT
Serial Number: 057C90506EAA12121F5ED1ADGEF3A28A164A

Content Management System

CMS Detected: WordPress
Active Theme: fortuna
Plugins Found: 11 plugins

* Stellar-video-player
 acymailing
* contact-form-7

» countdown-timer-ultimate



* hover-effects

... and 6 more

Security Headers

Present Headers:
PASSED: Content-Security-Policy

Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

WordPress Security Analysis

Strict-Transport-Security
X-Content-Type-Options
X-Frame-Options
X-XSS-Protection
Referrer-Policy
Permissions-Policy
Cross-Origin-Embedder-Policy
Cross-Origin-Opener-Policy

Cross-Origin-Resource-Policy

XMLRPC.php Test:

WP-Login.php Test:

User Enumeration Test:

FAILED

Reason: XMLRPC.php is accessible and vulnerable
HTTP Status: 200

FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200
FAILED

Reason: User enumeration is possible via WorcPress REST API



Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records
A Records (IPv4): 147.79.109.240

MX Records: mx1.hostinger.com. (Priority: 5),
mx2.hostinger.com. (Priority: 10)

TXT Records: "v=spfl include:_spf.mail.hostinger.com ~all"

WWW Records: www.sanpedrodejujuy.gob.ar (A): 147.79.109.240

Services Detected:

No email hosting services detected

HTTP Headers

date Sat, 13 Sep 2025 19:33:57 GMT



etag "73502-1757767813;9z"

link <https://sanpedrodejujuy.gob.ar/wp-json/>;
rel="https://api.w.org/",
<https://sanpedrodejujuy.gob.ar/wp-json/wp/v2/pages/23638>;
rel="alternate"; title="JSON";
type="application/json",
<https://sanpedrodejujuy.gob.ar/>; rel=shortlink

vary Accept-Encoding

panel hpanel

server LiteSpeed

alt-svc h3=":443"; ma=2592000, h3-29=":443"; ma=2592000,

h3-Q050=":443"; ma=2592000, h3-Q046=":443",
ma=2592000, h3-Q043=":443"; ma=2592000,
quic=":443"; ma=2592000; v="43,46"

platform hostinger

content-type text/html; charset=UTF-8
http_version HTTP/2

x-powered-by PHP/7.4.33

content-length 32674

content-encoding gzip

x-litespeed-cache hit

content-security-policy upgrade-insecure-requests
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