Website Security Analysis Report

Analysis Overview

URL Analyzed: https://lwww.showyourlogo.com/
Analysis Date: October 30, 2025 at 06:27 AM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: LOW

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 141.193.213.10

ASN: 209242

ASN Description: CLOUDFLARESPECTRUM Cloudflare, Inc., US
Country: us

Description: WPEnNgine, Inc.

CIDR: 141.193.213.0/24

Domain Information

Registrar: Network Solutions, LLC



Created: 1999-10-21T20:25:01

Expires: 2035-10-21T20:25:01
Last Updated: 2025-10-22T04:12:42
Status: [‘clientTransferProhibited

https://icann.org/epp#clientTransferProhibited’]

Name Servers: DEREK.NS.CLOUDFLARE.COM, ZARIYAH.NS.CLOUDFLARE.COM

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: www.showyourlogo.com
Certificate Authority (CA): E7

Let's Encrypt

us
Valid From: Sep 18 14:53:05 2025 GMT
Valid Until: Dec 17 14:53:04 2025 GMT
Serial Number: 05D710D25744112A27AE7156DA791511DESE

Content Management System

CMS Detected: WordPress
Active Theme: idea-showyourlogo
Plugins Found: 1 plugins

* gravityformsrecaptcha



Security Headers

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-Content-Type-Options
FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis
XMLRPC.php Test: FAILED
Reason: XMLRPC.php is accessible and vulnerable
HTTP Status: 200
WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200
User Enumeration Test: FAILED

Reason: User enumeration is possible via WorcPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal



Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 141.193.213.10, 141.193.213.11

HTTP Headers

date Thu, 30 Oct 2025 06:27:39 GMT

link <https://www.showyourlogo.com/wp-json/>;
rel="https://api.w.org/",
<https://www.showyourlogo.com/wp-json/wp/v2/pages/4>;
rel="alternate"; title="JSON";
type="application/json",
<https://www.showyourlogo.com/>; rel=shortlink

vary Accept-Encoding, Accept-Encoding, Accept-Encoding,
Accept-Encoding,Cookie

cf-ray 9968d91a6826672b-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

x-cache HIT: 2

set-cookie __cf_bm=0.zemHbBtJV.7jpP9rfFNcdKH4SjdH.azOvUD9k87J

Q-1761805659-1.0.1.1-.pCQJISYiR1gtCM20m29JCwAj9VW[SdQj241yzpFn7dOHy HX5Rg|
path=/; expires=Thu, 30-Oct-25 06:57:39 GMT;

domain=.www.showyourlogo.com; HttpOnly; Secure;

SameSite=None

x-cacheable SHORT



content-type text/html; charset=UTF-8

http_version HTTP/2

x-powered-by WP Engine

cache-control max-age=600, must-revalidate
x-cache-group normal

cf-cache-status DYNAMIC

content-encoding gzip
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