Website Security Analysis Report

Analysis Overview

URL Analyzed: http://chontalac.net
Analysis Date: January 14, 2026 at 11:59 PM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 209.182.213.148

ASN: 54641

ASN Description: IMH-IAD, US

Country: us

Description: InMotion Hosting, Inc.

CIDR: 209.182.208.0/21, 209.182.192.0/20

Domain Information

Registrar: NameCheap, Inc.



Created: 2021-01-22T04:47:13

Expires: 2026-01-22T04:47:13
Last Updated: 2025-08-27T04:52:22
Status: [‘clientTransferProhibited

https://icann.org/epp#clientTransferProhibited]

Name Servers: NS1.SERVCONFIG.COM, NS2.SERVCONFIG.COM

Content Management System

CMS Detected: WordPress
Active Theme: blocksy
Plugins Found: 2 plugins

* blocksy-companion

* litespeed-cache

Security Headers

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-Content-Type-Options
FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy



WordPress Security Analysis

XMLRPC.php Test: FAILED
Reason: XMLRPC.php is accessible and vulnerable
HTTP Status: 200

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 404)
HTTP Status: 404

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records
A Records (IPv4): 209.182.213.148

MX Records: mail.chontalac.net. (Priority: 0)



TXT Records: "AurNNxvgEtadimSPaYWAhSdgVOFAG6oWY", "v=spfl
ip4:198.46.85.8 include:relay.mailchannels.net +mx
+a +ip4:209.182.213.148 ~all"

WWW Records: www.chontalac.net (A): 209.182.213.148

Services Detected:

* Mailchannels - Mailchannels services detected

HTTP Headers

date Wed, 14 Jan 2026 23:59:33 GMT

link <https://chontalac.net/>; rel=shortlink

vary Accept-Encoding,User-Agent

server Apache

content-type text/html; charset=UTF-8

http_version HTTP/2

content-length 28144

x-litespeed-tag €93 front,e93 URL.6666cd76f96956469e7be39d750cc7d9

,e93_F,e93_P0.678,e93_PGS,e93_guest,e93 ,e93_UCSS.679b5030120f76429052ale8cc
content-encoding gzip

x-dns-prefetch-control on
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