
Website Security Analysis Report

Analysis Overview

URL Analyzed: http://chicabrava.com

Analysis Date: October 30, 2025 at 06:27 AM

Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: HIGH

Indicators:
• Found 1 suspicious pattern(s)

Network Information

IP Address: 151.101.66.159

ASN: 54113

ASN Description: FASTLY, US

Country: US

Description: Fastly, Inc.

CIDR: 151.101.0.0/16

Domain Information

Registrar: TUCOWS DOMAINS, INC.



Created: 2006-06-07T22:58:17

Expires: 2026-06-07T22:58:17

Last Updated: 2025-06-06T08:54:23

Status: ['clientTransferProhibited
https://icann.org/epp#clientTransferProhibited',
'clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited']

Name Servers: NS1.HOVER.COM, NS2.HOVER.COM

Content Management System

CMS Detected: WordPress

Active Theme: 100speed

Plugins Found: 5 plugins

• gravityforms

• instagram-feed

• megamenu

• theme-my-login

• wp-tripadvisor-review-slider

Security Headers

Present Headers:
PASSED: Referrer-Policy

PASSED: X-XSS-Protection

PASSED: X-Content-Type-Options

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Frame-Options



FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: FAILED

Reason: XMLRPC.php returned unexpected status code: 422

HTTP Status: 422

WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200

User Enumeration Test: FAILED

Reason: User enumeration is possible via WordPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected



DNS Records

A Records (IPv4): 151.101.66.159

MX Records: mx.hover.com.cust.hostedemail.com. (Priority: 10)

TXT Records: "v=spf1 include:_spf.hostedemail.com
include:hover.com ~all",
"google-site-verification=hLKQpo25uOIAK7EwFtNyryVKvmlWGU-fALj5oPX2BxI"

WWW Records: www.chicabrava.com (A): 151.101.66.159

Services Detected:
• Google Search Console - Google Search Console services detected

HTTP Headers

Header Value

date Thu, 30 Oct 2025 06:27:43 GMT

link <https://chicabrava.com/wp-json/>;
rel="https://api.w.org/",
<https://chicabrava.com/wp-json/wp/v2/pages/18603>;
rel="alternate"; title="JSON";
type="application/json", <https://chicabrava.com/>;
rel=shortlink

vary Accept-Encoding

server Flywheel/5.1.0

x-cache MISS, HIT

x-timer S1761805663.119349,VS0,VE2

x-fw-hash a9pnsict5f

x-fw-type FLYWHEEL_BOT

x-fw-serve TRUE

x-cacheable YES

x-fw-server Flywheel/5.1.0



x-fw-static NO

x-served-by cache-iad-kiad7000057-IAD,
cache-iad-kiad7000091-IAD

content-type text/html; charset=UTF-8

http_version HTTP/2

x-cache-hits 0, 0

x-fw-dynamic TRUE

x-fw-version 5.0.0

accept-ranges bytes

content-length 34063

fastly-restarts 1

referrer-policy no-referrer-when-downgrade

content-encoding gzip

x-xss-protection 1

x-content-type-options nosniff
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