Website Security Analysis Report

Analysis Overview

URL Analyzed: https://new.ronaldbello.com/
Analysis Date: January 15, 2026 at 06:27 AM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 104.21.57.53

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 104.16.0.0/12

Domain Information

Registrar: NameCheap, Inc.
Created: 2019-01-10T19:23:42
Expires: 2027-01-10T19:23:42
Last Updated: 2025-12-11T09:13:08
Status: ['clientTransferProhibited

https://icann.org/epp#clientTransferProhibited]

Name Servers: TONY.NS.CLOUDFLARE.COM, TRICIA.NS.CLOUDFLARE.CCM



SSL/TLS Security

TLS Version: TLSv1.3
Certificate Type: DV

Subject: ronaldbello.com
Certificate Authority (CA): WEL1

Google Trust Services

us
Valid From: Dec 19 00:57:47 2025 GMT
Valid Until: Mar 19 01:47:29 2026 GMT
Serial Number: COC727A9E1B489B90DF6844F1A30F1F2

Content Management System

CMS Detected: WordPress
Active Theme: astra
Plugins Found: 5 plugins

* a3-lazy-load

* astra-sites

* elementor
 header-footer-elementor

» wpforms-lite

Security Headers

Present Headers:



PASSED: Referrer-Policy
PASSED: X-Frame-Options
PASSED: X-XSS-Protection
PASSED: Permissions-Policy
PASSED: X-Content-Type-Options
PASSED: Content-Security-Policy
PASSED: Strict-Transport-Security

Missing Headers:

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis
XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403
WP-Login.php Test: PASSED

Reason: WP-Login page has CAPTCHA proteciion: recaptcha,
simple_captcha, custom_captcha

HTTP Status: 200
User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN



Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 104.21.57.53, 172.67.159.108

HTTP Headers

nel {"report_to":"cf-nel","success_fraction":0.0,"max_
age":604800}

date Thu, 15 Jan 2026 06:27:04 GMT

link <https://new.ronaldbello.com/wp-json/>;
rel="https://api.w.org/",
<https://new.ronaldbello.com/wp-json/wp/v2/pages/308>;
rel="alternate"; title="JSON";
type="application/json",
<https://new.ronaldbello.com/>; rel=shortlink

vary Accept-Encoding

cf-ray 9be34e066919b037-ATL

pragma no-cache, no-cache

server cloudflare

alt-svc h3=":443"; ma=86400

report-to {"group":"cf-nel","max_age":604800,"endpoints":[{"

url":"https://a.nel.cloudflare.com/report/v4?s=%2Brwsx9%2BMp8luw%:2F42KZh19j5G3VhCO
content-type text/html; charset=UTF-8

http_version HTTP/2



cache-control

cf-cache-status

referrer-policy

x-frame-options
content-encoding
X-XSS-protection
speculation-rules

permissions-policy

x-jetpack-boost-cache
X-content-type-options

content-security-policy

strict-transport-security

no-store, no-cache, must-revalidate, max-age=0,
no-store, no-cache, must-revalidate, max-age=0

DYNAMIC

strict-origin-when-cross-origin,
strict-origin-when-cross-origin

DENY, DENY

gzip

1; mode=Dblock, 1; mode=block
"/cdn-cgi/speculation”

private-state-token-redemption=(self
"https://www.google.com" "https://www.gstatic.com"
"https://recaptcha.net"
"https://challenges.cloudflare.com"
"https://hcaptcha.com"),
private-state-token-issuance=(self
"https://www.google.com" "https://www.gstatic.com"
"https://recaptcha.net"
"https://challenges.cloudflare.com"
"https://hcaptcha.com”), geolocation=(),
microphone=(), camera=(), payment=(), usb=(),
magnetometer=(), gyroscope=(), accelerometer=(),
geolocation=(), microphone=(), camera=(),
payment=(), usb=(), magnetometer=(), gyroscope=(),
accelerometer=()

miss
nosniff, nosniff

default-src 'self'; script-src 'self’

‘'unsafe-inline' 'unsafe-eval'; style-src 'self'
‘'unsafe-inline'; img-src 'self' data: https:;
font-src 'self' https:; connect-src 'self' https:;
frame-ancestors 'none';, default-src 'self' https:
blob:; script-src 'self' 'unsafe-inline’'
‘unsafe-eval' blob: https://hcaptcha.com; style-src
'self' 'unsafe-inline' https://fonts.googleapis.com
; img-src 'self' data: https:; font-src 'self’

https: data:; connect-src 'self' https:;
frame-ancestors 'self’;

max-age=31536000; includeSubDomains; preload,
max-age=31536000; includeSubDomains; preload
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