Website Security Analysis Report

Analysis Overview

URL Analyzed: http://cerradaslumina.mx
Analysis Date: September 12, 2025 at 11:44 PM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: LOW

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 208.113.150.198

ASN: 26347

ASN Description: DREAMHOST-AS, US
Country: us

Description: New Dream Network, LLC
CIDR: 208.113.128.0/17

Domain Information

Registrar: GoDaddy.com



Created: 2017-09-27T00:00:00

Expires: 2025-09-27T00:00:00
Last Updated: 2024-09-28T00:00:00
Name Servers: karl.ns.cloudflare.com, maeve.ns.cloudflare.com

Content Management System

CMS Detected: WordPress
Active Theme: thegem
Plugins Found: 5 plugins

* LayerSlider

* contact-form-7
* js_composer

* revslider

« zilla-likes

Security Headers

Missing Headers:

FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:
FAILED:

Strict-Transport-Security
X-Content-Type-Options
X-Frame-Options
X-XSS-Protection
Referrer-Policy
Content-Security-Policy
Permissions-Policy
Cross-Origin-Embedder-Policy
Cross-Origin-Opener-Policy

Cross-Origin-Resource-Policy



WordPress Security Analysis
XMLRPC.php Test: FAILED
Reason: XMLRPC.php returned unexpected steitus code: 405
HTTP Status: 405
WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200
User Enumeration Test: FAILED

Reason: User enumeration is possible via WorcPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records



A Records (IPv4): 208.113.150.198

TXT Records: "google-site-verification=BkwdkYy2zZh53j-tG9F69YId
OvV4eUNass-N73PMmzo"

WWW Records: www.cerradaslumina.mx (A): 208.113.150.198

HTTP Headers

date Fri, 12 Sep 2025 23:44:12 GMT

vary Accept-Encoding,Cookie,User-Agent
server Apache

expires Fri, 12 Sep 2025 23:54:12 GMT
content-type text/html; charset=UTF-8

http_version HTTP/2

cache-control max-age=3, must-revalidate, max-age=600
content-encoding gzip
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