Website Security Analysis Report

Analysis Overview

URL Analyzed: https://dev.lapergola.com.ni/
Analysis Date: September 26, 2025 at 08:15 AM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: LOW

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 170.10.164.88

ASN: 14555

ASN Description: LIQUIDNETLTD1, US
Country: us

Description: LiquidNet US LLC
CIDR: 170.10.160.0/20

Domain Information



SSL/TLS Security
TLS Version:
Certificate Type:
Subject:

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

TLSv1.3

DV

dev.lapergola.com.ni

R12

Let's Encrypt

us

Sep 11 00:58:21 2025 GMT
Dec 10 00:58:20 2025 GMT

06A666AF9DA3B83610D7190EE7A215A3881D

Content Management System

CMS Detected:

Security Headers

Present Headers:
PASSED: Referrer-Policy
PASSED: X-Frame-Options
PASSED: X-XSS-Protection

PASSED: Permissions-Policy

WordPress

PASSED: X-Content-Type-Options
PASSED: Content-Security-Policy
PASSED: Strict-Transport-Security

Missing Headers:

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy



WordPress Security Analysis

XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 404)
HTTP Status: 404

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records



A Records (IPv4):
TXT Records:

WWW Records:

HTTP Headers

170.10.164.88
"v=spfl +a +mx +ip4:198.23.62.64 ~all"

www.dev.lapergola.com.ni (A): 170.10.164.88

date
vary
server
expires
expect-ct

set-cookie

content-type
http_version

cache-control

content-length
referrer-policy
x-frame-options

x-litespeed-tag

content-encoding
X-XSs-protection

permissions-policy

X-content-type-options
content-security-policy

strict-transport-security

Fri, 26 Sep 2025 08:15:51 GMT
Accept-Encoding

LiteSpeed

Wed, 11 Jan 1984 05:00:00 GMT
enforce; max-age=7776000

wordpress_test_cookie=WP%20Cookie%20check; path=/;
secure

text/html; charset=UTF-8
HTTP/2

no-cache, must-revalidate, max-age=0, no-store,
private

1657
no-referrer-when-downgrade
SAMEORIGIN

926_front,926_URL.6666cd76/96956469e7be39d750cc7d9
,926_F,926_P0.968,926_PGS,926_

9zip

1; mode=block

geolocation=*, midi=*, notifications=*, push=*,
sync-xhr=*, microphone=*, camera=*, magnetometer=*,
gyroscope=*, speaker=*, vibrate=*, fullscreen=*,
payment=*

nosniff

upgrade-insecure-requests

max-age=31536000; includeSubDomains; preload



x-litespeed-cache-control no-cache
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