Website Security Analysis Report

Analysis Overview

URL Analyzed: http://justtakealesson.pl
Analysis Date: January 14, 2026 at 02:10 PM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 104.26.3.70

ASN: 13335

ASN Description: CLOUDFLARENET, US
Country: us

Description: Cloudflare, Inc.

CIDR: 104.16.0.0/12

Domain Information

Registrar: OVH SAS



Created: 2020-06-23T18:14:19

Expires: 2026-06-23T18:14:19
Last Updated: 2025-06-01T10:35:48
Name Servers: cruz.ns.cloudflare.com, woz.ns.cloudflare.com

Content Management System

CMS Detected: WordPress

Active Theme: kadence

Plugins Found: 18 plugins
- fca-pages

« flexible-shipping
* fluentform

* jtal-extensions

+ kadence-blocks

... and 13 more

Security Headers

Present Headers:
PASSED: X-Content-Type-Options
PASSED: Strict-Transport-Security

Missing Headers:
FAILED: X-Frame-Options
FAILED: X-XSS-Protection
FAILED: Referrer-Policy
FAILED: Content-Security-Policy
FAILED: Permissions-Policy



FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test:

WP-Login.php Test:

User Enumeration Test:

FAILED

Reason: XMLRPC.php returned unexpected steitus code: 405
HTTP Status: 405

PASSED

Reason: WP-Login page has CAPTCHA protecion:
cloudflare_turnstile

HTTP Status: 200
PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected



DNS Records
A Records (IPv4):
MX Records:

TXT Records:

WWW Records:

Services Detected:

104.26.3.70, 172.67.69.19, 104.26.2.70
mail.jtab.eu. (Priority: 10)

"pinterest-site-verification=cf92e4c12fdf44bfd3970

35047abe619",
"google-site-verification=a0Psg7GITlo7Xq2Wr2DLT8qdm-y45ufHtc9Fk80rxrA",
"onet-domain-verification=e177a62abe34337d877c22e416cc5036ccab5e2d3e4d6
"v=gpfl mx include:amazonses.com

include:eu-central-1.amazonses.com include:jtab.eu

-all",

"mojecertpl-site-verification-P2WIT15KsmoU70bNk912gN 1sidT24xCz"

www.justtakealesson.pl (A): 172.67.69.19,
www.justtakealesson.pl (A): 104.26.2.70,
www.justtakealesson.pl (A): 104.26.3.70

» Google Search Console - Google Search Console services detected

* Amazon SES - Amazon SES services detected

HTTP Headers

nel

date
vary
cf-ray
server
alt-svc

report-to

cf-apo-via
X-wp-cache

content-type

{"report_to":"cf-nel","success_fraction":0.0,"max_
age":604800}

Wed, 14 Jan 2026 14:10:38 GMT
Accept-Encoding
9bddb7cc3eel317a-ATL
cloudflare

h3=":443"; ma=86400

{"group™:"cf-nel","max_age":604800,"endpoints":[{"
url":"https://a.nel.cloudflare.com/report/v4?s=72%2FcQaDHC3VzN%2BJ%2F40UfyDZiMXh

tcache
MISS SKIP_CACHE=0 SKIP_CACHE_REASON= ClI=

text/html; charset=UTF-8



http_version HTTP/2

cache-control max-age=14400

last-modified Wed, 14 Jan 2026 10:23:03 GMT

cf-cache-status HIT

x-fastcgi-cache MISS

content-encoding gzip

X-content-type-options nosniff

strict-transport-security max-age=15552000; includeSubDomains; preload
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