Website Security Analysis Report

Analysis Overview

URL Analyzed: http://criim.com.mx
Analysis Date: September 12, 2025 at 11:24 PM
Analysis Status: SUCCESSFUL

Network Information

IP Address: 198.49.23.145

ASN: 53831

ASN Description: SQUARESPACE, US
Country: us

Description: Squarespace, Inc.
CIDR: 198.49.23.0/24

Domain Information

Registrar: Registry .MX

Created: 1991-02-28T00:00:00

Expires: 2026-02-27T00:00:00

Last Updated: 2025-04-15T00:00:00

Name Servers: m.mx-ns.mx 200.94.176.1, e.mx-ns.mx 189.201.244.1,

X.mx-ns.mx 201.131.252.1, i.mx-ns.mx 207.248.68.1,
c.mx-ns.mx 192.100.224.1, 2001:1258:0:0:0:0:0:1,
0.mx-ns.mx 200.23.1.1



Security Headers

Present Headers:

PASSED: Referrer-Policy

PASSED: X-Frame-Options

PASSED: X-XSS-Protection

PASSED: X-Content-Type-Options
PASSED: Content-Security-Policy
PASSED: Cross-Origin-Opener-Policy
PASSED: Cross-Origin-Resource-Policy

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records



A Records (IPv4): 198.49.23.145

MX Records: mx2.zoho.com. (Priority: 50), mx3.zoho.com.

(Priority: 20), mx.zoho.com. (Priority: 10)

TXT Records: "v=gpfl include:zoho.com ~all"

WWW Records: www.criim.com.mx (A): 142.250.98.121

Services Detected:

» Zoho Mail - Email hosted on Zoho Mail
» Zoho Mail - Email hosted on Zoho Mail
» Zoho Mail - Email hosted on Zoho Mail

HTTP Headers

date

vary

pragma

server

expires
content-type
http_version
cache-control
document-policy
referrer-policy
x-frame-options
content-encoding
X-XSs-protection

reporting-endpoints

X-content-type-options

Fri, 12 Sep 2025 23:24:11 GMT
Sec-Fetch-Dest, Sec-Fetch-Mode, Sec-Fetch-Site
no-cache

ESF

Mon, 01 Jan 1990 00:00:00 GMT

text/html; charset=utf-8

HTTP/2

no-cache, no-store, max-age=0, must-revalidate
include-js-call-stacks-in-crash-reports

origin

DENY

gzip

0

default="/web-reports?jobset=prod&bl=editors.sites

-viewer-frontend_20250902.02_p0&app=25&clss=1&context=eJwNz3S¢M1HUcx_Fv3_t83jgl

nosniff



content-security-policy base-uri 'self';object-src 'none’;report-uri
/_Iview/cspreport;script-src 'report-sample’
‘nonce-dmLIDGFuGJIx3F_ahhQCrwQ' ‘unsafe-inline’
‘unsafe-eval';worker-src 'self';frame-ancestors
https://google-admin.corp.google.com/

cross-origin-opener-policy unsafe-none

cross-origin-resource-policy same-site
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