
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://adaptabilitytoolkit.com/

Analysis Date: January 15, 2026 at 06:26 AM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 162.159.134.42

ASN: 13335

ASN Description: CLOUDFLARENET, US

Country: US

Description: Cloudflare, Inc.

CIDR: 162.158.0.0/15

Domain Information

Registrar: GoDaddy.com, LLC

Created: 2020-11-30T22:06:05

Expires: 2026-11-30T22:06:05

Last Updated: 2025-12-01T16:31:52



Status: ['clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited',
'clientRenewProhibited
https://icann.org/epp#clientRenewProhibited',
'clientTransferProhibited
https://icann.org/epp#clientTransferProhibited',
'clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited']

Name Servers: NS77.DOMAINCONTROL.COM, NS78.DOMAINCONTROL.COM

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: adaptabilitytoolkit.com

Certificate Authority (CA): WE1

Google Trust Services

US

Valid From: Dec  7 00:07:25 2025 GMT

Valid Until: Mar  7 01:07:19 2026 GMT

Serial Number: 1FEEA2FFDE9F32F80EED3192394ACBF4

Content Management System

CMS Detected: WordPress

Active Theme: hello-elementor

Plugins Found: 7 plugins

• canvas

• cleantalk-spam-protect

• elementor



• elementskit-lite

• gutena-forms

... and 2 more

Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)

HTTP Status: 403

WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200

User Enumeration Test: FAILED



Reason: User enumeration is possible via WordPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 162.159.134.42

TXT Records: "openai-domain-verification=dv-MvlfMI6U9SOhJWgwPg6
aZgnA",
"google-site-verification=EovsXqId-3iWE8k3k_tQgZnvBSy-sbXOawAe8G46oDU"

HTTP Headers

Header Value

nel {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

date Thu, 15 Jan 2026 06:26:23 GMT



link <https://adaptabilitytoolkit.com/wp-json/>;
rel="https://api.w.org/",
<https://adaptabilitytoolkit.com/wp-json/wp/v2/pages/4149>;
rel="alternate"; title="JSON";
type="application/json",
<https://adaptabilitytoolkit.com/>; rel=shortlink

vary Accept-Encoding

cf-ray 9be34d211873ed8c-ATL

server cloudflare

alt-svc h3=":443"; ma=86400

ki-edge v=25.0.1;mv=5.0.18

ki-origin o1i

report-to {"endpoints":[{"url":"https:\/\/a.nel.cloudflare.c
om\/report\/v4?s=aU5cVnvxkBS05M3Hk%2FnT2IJ3V526N%2BsQ2kJBiCM%2B%2FpKF3AVzD5%2F3n7Y3%2Fu841Iiwie1w0MfgFRXuvwBvmbRqgnVqQ8J5Pu7KkIrWOtCSsOL6ypZU0R67cMr%2FSBqQwKJ3qBFA4HrmwNr3"}],"group":"cf-nel","max_age":604800}

set-cookie __cf_bm=QcwDy0.2DDhkLcPqRypMtdP_RYkNYfi81Zs1Lf.U4M
I-1768458383-1.0.1.1-J7en6_4ohA3zxsE.7QYcFmrJ_IlV3ID_0tSR5UEBkfXl36AqMGSWqkkybU0rY8hUKj7LSCiLFO87I1HS8qLihXHSG0IU5gKvouUF1jtTseg;
path=/; expires=Thu, 15-Jan-26 06:56:23 GMT;
domain=.adaptabilitytoolkit.com; HttpOnly; Secure;
SameSite=None

content-type text/html; charset=UTF-8

http_version HTTP/2

ki-cache-type None

x-kinsta-cache HIT

cf-cache-status DYNAMIC

content-encoding gzip

ki-cf-cache-status BYPASS

x-edge-location-klb 1

x-content-type-options nosniff
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