
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://unithomasmore.edu.ni/

Analysis Date: January 14, 2026 at 05:53 PM

Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: MEDIUM

Indicators:
• Found 1 suspicious pattern(s)

Network Information

IP Address: 181.78.116.19

ASN: 52468

ASN Description: UFINET PANAMA S.A., PA

Country: AR

Description: Ufinet Costa Rica, S. A.

CIDR: 181.78.112.0/21

Domain Information



SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: *.unithomasmore.edu.ni

Certificate Authority (CA): RapidSSL TLS RSA CA G1

DigiCert Inc

www.digicert.com

US

Valid From: Dec 11 00:00:00 2025 GMT

Valid Until: Jan 11 23:59:59 2027 GMT

Serial Number: 0D02FD5AC03CD971C0287F8EB87CD7AC

Content Management System

CMS Detected: WordPress

Active Theme: hello-elementor

Plugins Found: 11 plugins

• clicksend-lead-capture-form

• customer-area

• elementor

• essential-addons-for-elementor-lite

• happy-elementor-addons

... and 6 more

Security Headers



Missing Headers:
FAILED: Strict-Transport-Security

FAILED: X-Content-Type-Options

FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: FAILED

Reason: XMLRPC.php is accessible and vulnerable

HTTP Status: 200

WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200

User Enumeration Test: FAILED

Reason: User enumeration is possible via WordPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners



Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 181.78.116.19

MX Records: unithomasmore-edu-ni.mail.protection.outlook.com.
(Priority: 0)

TXT Records: "v=spf1 include:one.zoho.com
include:spf.protection.outlook.com ~all",
"google-site-verification=Z8UIFHpBiGrWzzUIMY0E3LbWI_EmYhBmuIG7hjPY71U"

WWW Records: www.unithomasmore.edu.ni (A): 181.78.116.19

Services Detected:
• Office 365 - Email hosted on Office 365

• Google Search Console - Google Search Console services detected

HTTP Headers

Header Value

date Wed, 14 Jan 2026 17:53:42 GMT

link <https://unithomasmore.edu.ni/wp-json/>;
rel="https://api.w.org/",
<https://unithomasmore.edu.ni/wp-json/wp/v2/pages/532>;
rel="alternate"; title="JSON";
type="application/json",
<https://unithomasmore.edu.ni/>; rel=shortlink

vary Accept-Encoding

server Apache/2.4.52 (Ubuntu)



connection Keep-Alive

keep-alive timeout=5, max=100

content-type text/html; charset=UTF-8

http_version HTTP/1.1

content-length 30851

content-encoding gzip
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