Website Security Analysis Report

Analysis Overview

URL Analyzed: https://4d374ffa68.nxcli.io/
Analysis Date: October 29, 2025 at 04:58 PM
Analysis Status: SUCCESSFUL

MALWARE DETECTED

Severity Level: LOW

Indicators:

» Found 1 suspicious pattern(s)

Network Information

IP Address: 192.190.221.84
ASN: 32244

ASN Description: LIQUIDWEB, US
Country: us

Description: Liquid Web, L.L.C
CIDR: 192.190.220.0/22

Domain Information



SSL/TLS Security
TLS Version:
Certificate Type:
Subject:

Certificate Authority (CA):

Valid From:
Valid Until:

Serial Number:

TLSv1.3

DV

4d374ffa68.nxcli.io

R12

Let's Encrypt

us

Sep 23 19:38:29 2025 GMT
Dec 22 19:38:28 2025 GMT

06FCD09008341C481D24D498A95FC1691540

Content Management System

CMS Detected:

Security Headers

Missing Headers:

Wix

FAILED: Strict-Transport-Security
FAILED: X-Content-Type-Options

FAILED: X-Frame-Options
FAILED: X-XSS-Protection
FAILED: Referrer-Policy

FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy



Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 192.190.221.84

HTTP Headers

date Wed, 29 Oct 2025 16:58:21 GMT

link <https://4d374ffa68.nxcli.io/wp-json/>;
rel="https://api.w.org/",
<https://4d374ffa68.nxcli.io/wp-json/wp/v2/pages/2>;
rel="alternate"; type="application/json",
<https://4d374ffa68.nxcli.io/>; rel=shortlink

vary Accept-Encoding

server nginx

content-type text/html; charset=UTF-8
http_version HTTP/2

x-cache-nxaccel BYPASS

x-ua-compatible IE=edge



content-encoding gzip
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