
Website Security Analysis Report

Analysis Overview

URL Analyzed: http://bahamafoto.hu

Analysis Date: October 29, 2025 at 06:25 PM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 185.151.30.222

ASN: 48254

ASN Description: TWENTYI, GB

Country: GB

Description: Anycast CDN Subnet
Global Cloud Platform

CIDR: 185.151.30.0/24

Domain Information

Content Management System

CMS Detected: WordPress

Active Theme: bricks

Plugins Found: 5 plugins



• bricks-advanced-themer

• core-framework

• independent-analytics-pro

• jet-engine

• w3-total-cache

Security Headers

Present Headers:
PASSED: Referrer-Policy

PASSED: X-Frame-Options

PASSED: X-XSS-Protection

PASSED: X-Content-Type-Options

PASSED: Strict-Transport-Security

Missing Headers:
FAILED: Content-Security-Policy

FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy

FAILED: Cross-Origin-Opener-Policy

FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)

HTTP Status: 403

WP-Login.php Test: PASSED

Reason: WP-Login page is not accessible (HTTP 404)



HTTP Status: 404

User Enumeration Test: PASSED

Reason: User enumeration is properly protected

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 185.151.30.222

MX Records: mx.stackmail.com. (Priority: 10)

TXT Records: "v=spf1 include:spf.stackmail.com a mx -all",
"brevo-code:468294d6a54d8982e8ff589d5bc84c2c"

WWW Records: www.bahamafoto.hu (A): 185.151.30.222

Services Detected:
No email hosting services detected



HTTP Headers

Header Value

date Wed, 29 Oct 2025 18:25:15 GMT

link <https://bahamafoto.hu/wp-json/>;
rel="https://api.w.org/",
<https://bahamafoto.hu/wp-json/wp/v2/pages/2>;
rel="alternate"; title="JSON";
type="application/json"

vary Accept-Encoding

x-via LHR3

server Apache

x-w3tc-cdn bunnycdn

content-type text/html; charset=UTF-8

http_version HTTP/2

x-powered-by PHP/8.3.27

cache-control public, s-maxage=216000

x-provided-by StackCDN

referrer-policy no-referrer-when-downgrade

x-cache-enabled true

x-frame-options SAMEORIGIN

content-encoding gzip

x-xss-protection 1; mode=block

x-cdn-cache-status HIT

x-origin-cache-status HIT

x-content-type-options nosniff

x-dns-prefetch-control on

x-stackcache-cacheable yes

x-cdn-node-is-at-origin 1

strict-transport-security max-age=31536000

access-control-allow-origin *
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