Website Security Analysis Report

Analysis Overview

URL Analyzed:
Analysis Date:

Analysis Status:

Network Information

IP Address:
ASN:

ASN Description:
Country:
Description:

CIDR:

Domain Information

Registrar:
Created:
Expires:

Last Updated:

Status:

https://lwww.boatsgroup.com/solutions/websites/
October 30, 2025 at 09:25 AM

SUCCESSFUL

104.18.3.49

13335
CLOUDFLARENET, US
us

Cloudflare, Inc.

104.16.0.0/12

CSC Corporate Domains, Inc.
2016-06-29T04:06:00
2026-06-29T04:06:00
2025-06-25T05:07:07

[clientTransferProhibited
https://icann.org/epp#clientTransferProhibited]



Name Servers: NS-1360.AWSDNS-42.0RG, NS-1928. AWSDNS-49.CO.UK,
NS-298. AWSDNS-37.COM, NS-823.AWSDNS-38.NET

SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: www.boatsgroup.com
Certificate Authority (CA): WE1

Google Trust Services

us
Valid From: Sep 109:53:51 2025 GMT
Valid Until: Nov 30 10:53:49 2025 GMT
Serial Number: 38B32E460825319C0DBC52881B930FB7

Content Management System

CMS Detected: WordPress
Active Theme: Divi
Plugins Found: 8 plugins

* ninja-forms

* ninja-forms-conditionals

* ninja-forms-salesforce-crm
* ninja-forms-uploads

* popup-maker

... and 3 more



Security Headers

Present Headers:
PASSED: X-Content-Type-Options

Missing Headers:

FAILED: Strict-Transport-Security
FAILED: X-Frame-Options

FAILED: X-XSS-Protection

FAILED: Referrer-Policy

FAILED: Content-Security-Policy
FAILED: Permissions-Policy

FAILED: Cross-Origin-Embedder-Policy
FAILED: Cross-Origin-Opener-Policy
FAILED: Cross-Origin-Resource-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED
Reason: XMLRPC.php is properly protected (HTTP 403)
HTTP Status: 403

WP-Login.php Test: PASSED
Reason: WP-Login page is not accessible (HTTP 404)
HTTP Status: 404

User Enumeration Test: FAILED

Reason: User enumeration is possible via WorcPress REST API

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2



VirusTotal
Status: CLEAN
Message: Domain is clean according to O scanners

Details: No threats detected by any security scanner

Google Safe Browsing
Status: CLEAN
Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records
A Records (IPv4): 104.18.2.49, 104.18.3.49

CNAME Records: www.boatsgroup.com.cdn.cloudflare.net.

HTTP Headers

nel {"success_fraction":0.01,"report_to":"cf-nel","max
_age":604800}

date Thu, 30 Oct 2025 09:25:41 GMT

link <https://www.boatsgroup.com/wp-json/>;
rel="https://api.w.org/",
<https://www.boatsgroup.com/wp-json/wp/v2/pages/58236>;
rel="alternate"; title="JSON";
type="application/json",
<https://www.boatsgroup.com/?p=58236>;

rel=shortlink
vary Accept-Encoding
cf-ray 9969dde7ecab5af16-ATL
server cloudflare
ki-edge v=23.0.1;mv=5.0.17

ki-origin glp



report-to

set-cookie

ki-edge-020
content-type
http_version

ki-cache-tag

cache-control
ki-cache-type
last-modified
x-kinsta-cache
cf-cache-status
content-encoding
ki-cf-cache-status
x-edge-location-kib

x-content-type-options

{"endpoints":[{"url":"https:\/\Wa.nel.cloudflare.c
omVreport\/v4?s=1SgwbstQ87cXto8qxODNyzehl%2FFXPBTGOIbFfoZELASt3m%2Frru%e2k

__cf_bm=QaJLKX4500Viz3EdeNdAoulibwE4d3X14YK1 COx8L
4-1761816341.744462-1.0.1.1-eQQo09L.awBUN1RBL2X2FAIIGvDeU20DVAPOs6nub2hWT
HttpOnly; Secure; Path=/; Expires=Thu, 30 Oct 2025

09:55:41 GMT

yes

text/html; charset=UTF-8

HTTP/2

610dcbaa-e41e-4a59-a48e-9833b907abd5,9027f10384f01
bafb311749ab831c610659378c4b01e816e035795f33d119661

public, max-age=0, s-maxage=3600
Edge

Thu, 30 Oct 2025 09:16:26 GMT
HIT

DYNAMIC

gzip

HIT

1

nosniff

Generated by Website Security Analyzer
Report generated on November 01, 2025 at 02:49 PM



