
Website Security Analysis Report

Analysis Overview

URL Analyzed: https://starter.adwise.cfolks.pl/

Analysis Date: January 14, 2026 at 12:30 PM

Analysis Status: SUCCESSFUL

Network Information

IP Address: 185.204.219.201

ASN: 41079

ASN Description: CF-GDA, PL

Country: PL

Description: CF-Shared-Hosting GD

CIDR: 185.204.218.0/23

Domain Information

Registrar: cyber_Folks S.A.

Created: 2020-02-26T17:45:22

Expires: 2031-02-26T17:45:22

Last Updated: 2025-06-12T12:11:22

Name Servers: ns1.cyberfolks.pl, ns2.cyberfolks.pl,
ns3.cyberfolks.pl



SSL/TLS Security

TLS Version: TLSv1.3

Certificate Type: DV

Subject: adwise.cfolks.pl

Certificate Authority (CA): R13

Let's Encrypt

US

Valid From: Jan 12 10:55:16 2026 GMT

Valid Until: Apr 12 10:55:15 2026 GMT

Serial Number: 0594174C1EB43DC39EF398B194263F019CD3

Content Management System

CMS Detected: WordPress

Active Theme: hello-elementor

Plugins Found: 3 plugins

• elementor

• elementor-pro

• jet-engine

Security Headers

Present Headers:
PASSED: Referrer-Policy

PASSED: X-Frame-Options

PASSED: X-XSS-Protection

PASSED: Permissions-Policy

PASSED: X-Content-Type-Options



PASSED: Strict-Transport-Security

PASSED: Cross-Origin-Opener-Policy

PASSED: Cross-Origin-Embedder-Policy

PASSED: Cross-Origin-Resource-Policy

Missing Headers:
FAILED: Content-Security-Policy

WordPress Security Analysis

XMLRPC.php Test: PASSED

Reason: XMLRPC.php is properly protected (HTTP 403)

HTTP Status: 403

WP-Login.php Test: FAILED

Reason: WP-Login page is accessible without CAPTCHA
protection

HTTP Status: 200

User Enumeration Test: FAILED

Reason: Unable to determine user enumeration status

Blocklisting Status

Overall Status: CLEAN

Services Checked: 2

VirusTotal
Status: CLEAN

Message: Domain is clean according to 0 scanners

Details: No threats detected by any security scanner

Google Safe Browsing



Status: CLEAN

Message: Domain is not blocklisted by Google Safe Browsing

Details: No threats detected

DNS Records

A Records (IPv4): 185.204.219.201

WWW Records: www.starter.adwise.cfolks.pl (A): 185.204.219.201

HTTP Headers

Header Value

date Wed, 14 Jan 2026 12:30:20 GMT

link <https://starter.adwise.cfolks.pl/wp-json/>;
rel="https://api.w.org/",
<https://starter.adwise.cfolks.pl/wp-json/wp/v2/pages/30>;
rel="alternate"; title="JSON";
type="application/json",
<https://starter.adwise.cfolks.pl/>; rel=shortlink

vary Accept-Encoding,User-Agent

server SecureHost

alt-svc h3=":443"; ma=2592000, h3-29=":443"; ma=2592000,
h3-Q050=":443"; ma=2592000, h3-Q046=":443";
ma=2592000, h3-Q043=":443"; ma=2592000,
quic=":443"; ma=2592000; v="43,46"

retry-after 3

content-type text/html; charset=UTF-8

http_version HTTP/2

referrer-policy strict-origin-when-cross-origin

x-frame-options SAMEORIGIN

content-encoding gzip

x-xss-protection 1; mode=block



permissions-policy geolocation=(), camera=(), microphone=(),
accelerometer=(), gyroscope=(), magnetometer=(),
fullscreen=(), payment=()

x-content-type-options nosniff

strict-transport-security max-age=31536000; includeSubDomains; preload

cross-origin-opener-policy same-origin

cross-origin-embedder-policy unsafe-none

cross-origin-resource-policy cross-origin
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